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The Quest for Autonomy

= Autonomy has been, and continues to be a
continuous quest




Efl Why the increased focus?

McSCert

= What we want to make autonomous is changing!

* And, the “completeness” of the autonomy is changing

= Robot fetches clothes puts them in the washer then
transfers to dryer then puts them away
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= May have to traverse stairs while carrying a load
= Have to sort compatible items into a load
» Set appropriate washing program

= Sort which items can go in the dryer



M

o Challenges for Auto Laundry

McSCert

= May have to traverse stairs while carrying a load
* Do we really need to?

= Have to sort compatible items into a load
« Do we really need to?

» Set appropriate washing program

Sort which items can go in the dryer
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= May have to traverse stairs while carrying a load
« Do we really need to? We have choices!

= Have to sort compatible items into a load
« Do we really need to? We have choices!

» Set appropriate washing program

Sort which items can go in the dryer
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Do we have to use ML?

Would it help to use ML?

Do we have to use adaptive techniques?
Would it help to use adaptive techniques?
What if we build infrastructure?

* S0, maybe if we put sorted laundry into bins next
to the washer dryer, then Auto Laundry takes over
and does the rest — is that complete enough?



ifn‘ What is the implication for

oS Cor autonomous vehicles

= The obvious one is to provide infrastructure that aids
progress and safety (but will add cyber-security
challenges)
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= The obvious one is to provide infrastructure that aids

progress and safety (but will add cyber-security
challenges)
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» What happens when your autonomous vehicle has to
go where there is no infrastructure? (In-complete)
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Why Formality? Really!

= Mathematics is one of the most powerful tools we

have at our disposal os: Taut0l0g'es
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unambiguous
« The notation and language is unambiguous, but sometimes
we have misunderstandings about the model it is built on

= (Use mathematics to guide us — not as the end goal!
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Somethings to Keep in Mind

When we use mathematics we can still be wrong

When we use mathematics we can still be
ambiguous

When we use mathematics we can still be
Incomplete

The really bad news — correct, non-ambiguous,
complete mathematics may still be
misunderstood

And sometimes (quite often) we fool ourselves
into thinking something is precisely defined when
we use mathematics to arrive at numbers to rank
something
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Example 1

* t mod 500 ms used to describe a periodic event —
transmitting a communications packet, for example

| | time (t

500 1000 1500 2000

= \What about with tolerances in the time?

= tmod (500ms+100ms) = 0 used to specify when to
send a communications packet
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Example 1

= tmod (500ms+100ms) = 0 used to specify when to

send a communications packet _ .. .
400-600, 800-1200, 1200-1800, 1600-2400, 2000-3000, ...
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= tmod (500ms+100ms) = 0 used to specify when to
send a communications packet _ .. .
400-600, 800-1200, 1200-1800, 1600-2400, 2000-3000, ...
« Even if we modify this to better specify the intent of the
above spec — it would be wrong!
« What we wanted was a periodic function but not one
synchronized with an external clock
Y O N O N L.
Periodic(Condition, d, 3L, oR) | | | " SyncPeriodic(d, oL, oR) ' F
‘ ﬂ_ﬁ ‘ ’ period period period
. 1
4. a el
| W@ M am L| | ‘| L] | Ly,
rTTT—— F R I 5L [5H I 5LI5R I 5L 3R
time d d d time
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Periodic(Condition: bool, d: R*?, 5L, 6R: R*"): bool
period(Periodic.i: bool): [d-OL, d+0R]
previous_pulse time(Condition: bool): R*?
Initially:
period = any value in [0, OR]; previous pulse time.; = 0; Periodic.; = False

period
Periodic.1 = True Any value in [d-0L, d+0R]
Periodic.1 = False No Change
Periodic | previous pulse time
Condition.; = False True thow
now 2 I I -
Condition . t previots_p ulse_time.1 True tnow
— True Condition. + period .
= True thow < previous _.pulse_tlme-l False No Change
+ period
Condition = False False No Change

14 [Wassyng2005]
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SyncPeriodic (d: R, 8L, dR: R*): bool
n: N
A: R
Initially:
n=20
A = any value in [0, O0R]
SyncPeriodic.1 = False

A n
SyncPeriodic.1 = True Any value in [-0L, dR] n+l
SyncPeriodic.1 = False No Change No Change
SyncPeriodic
thow=>n-d+ A True
thow <n-d+ A False

15 [Wassyng2005]
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f_TentHTFGain, f_TentHTFGain = b L_#~TentHTFGain = a
=d “+——p— 055 —»

f HTFGain = a f_HTFGain = a Invalid SDD
f_TentHTFGain | f_TentHTFGain = b | f_TentHTFGain = a
=a |

f_HTF Gain‘ =a f_HTFGain‘ =a Valid SDD
d = 1 clock-tick
— d -
a
f_TentHTFGain | | f_TentHTFGain=b | | | | f_TentHTFGain = a
=a
f HTFGain = a f HTFGain =a Req
f_CommandEcho = f_CommandEcho = f_CommandEcho =
e_Undefined_Rx| e New_ HTF_values | e WD_test
d d

New HTFGains request WD test request

and

HTFGains value = b (valid)

—
time

Requirements model is FSM with arbitrarily small clock tick.

Requirements changed  Design model is multiple FSMs with different clock ticks —
from Case Ato Case B and the designers did not understand the difference, so they
16 simply implemented every transition in the requirements
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A Great Reason to Use Math

The world is turning to model driven engineering in a
big way — for good reasons

To develop effective models we need mathematics

This has become one of the great motivators for
formal approaches

There are also powerful methods and tools based on
mathematics that help in various aspects of the
development life-cycle — that are much more practical
than we used to see not so long ago

Building the mathematics into tools can make it

possible for more people to take advantage of these
powerful methods
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Practically Formal
Methods & Tools

= Practical

Have to be usable on real world problems
Have to be usable by the people solving those real world
problems

= Formal

Based on sound mathematics
Powerful methods that can be more capable and more
efficient than ad hoc solutions

* Not necessarily 100% formal (Practically ...)

| think the most important point of all
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How Do We Build Safe
Systems?

Safety is an example here — we could ask the same
about Security or Dependability

Safety is a good property to discuss — because it
presents many problems, and it is a primary goal of
many critical systems

DISCLAIMER
My apologies, but | am not an expert in robotics.

 However, | believe the approaches we have developed and
are working on are directly applicable to robotics

« We have certainly used them and focused on safety-critical
cyber physical systems
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Safety is the absence of accidents, where an
NOT accident is an event involving an unplanned and
risk based unacceptable 10SS (Levesonz012
Freedom from conditions that can cause death,
injury, occupational illness, damage to or loss of
equipment or property, or damage to the environment
[MIL-STD-882E]
risk based Freedom from unacceptable risk ecsis0e) & others

20

Absence of unreasonable risk sozeze2;

‘'safety’ means the protection of people and the
environment against radiation risks, and the safety of
facilities and activities that give rise to radiation risks

[IAEA Safety Glossary]
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Industry sector

General

Nuclear
Aviation
Defense
Automotive

Medical devices

Security

21

Safety Integrity Levels

= SlLs also differ from domain to domain woannouz014;

Standard

ISO/IEC 15026
ISO/IEC 61508
IEC61226
DO-178C
MIL-STD-882E
150 26262

IEC 62304

ISO/IEC 15408
ISO/IEC 27034

Integrity level or equivalent term

Integrity level

Safety integrity level

Category

Software level

Software criticality index
Automotive safety integrity level

Software safety class

Evaluation assurance level

Level of trust

Factors used to determine integrity level

Severity and likelihood
Severity and likelihood
Severity
Severity
Severity
Severity and likelihood

Severity, possibly mitigated through hardware risk
control measures

Severity and likelihood

Severity and likelihood

= We are trying to use formal methods to solve
problems where the problems may not be uniformly
defined
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Motivation for Formal Methods
for Certification

= What follows is a walk through planning for
developing safe systems

= Certification should follow naturally

= Eventually © we will get to why formal methods help



M The Heart of a
S Safety Argument
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Claim: the requirements are
correct & complete (includes all
“safety requirements”)

Claim: the implementation
complies with its requirements
(within some stated tolerance)

If we could do everything perfectly, this may be
enough (Ha!)

23
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The Heart of a
Safety Argument

Claim: the requirements are ~ NOTE: Thisis not close
to being equivalent to

correct & complete (includes all  what some advocate:
“safety requirements”) Check that all hazards

are eliminated or
mitigated in the

implementation.

1. We need to check
interactions between
requirements (safety
& functional)

2. | feel very strongly
that we need to
confirm the system
delivers what it is

Clal_m: th_e |njplemeptat|on expected to deliver —
complies with its requirements or else users find
(within some stated tolerance) workarounds that

adversely affect the
safety we have built

If we could do everything perfectly, this may be ~ >2 = * system

enough (Ha!)
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The Heart of a
Safety Argument

Claim: the requirements are Product
correct & complete (includes all Focused
Certification

“safety requirements”)

Claim: the implementation Product
complies with its requirements Focused
(within some stated tolerance) Certification




M The Heart of a
S Safety Argument
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Claim: the requirements are Product
correct & complete (includes all —{EEEREYEEE.
“safety requirements”) S

Requirements
must not interact

Claim: the implementation Product
complies with its requirements — Focused
(within some stated tolerance) Certification
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The Heart of a
Safety Argument

Plan
requirements
Drocess

Plan
validation —
Drocess

Plan design+

process

Plan
verification —
Drocess

Claim: the requirements are

correct & complete (includes all —

“safety requirements”)

Claim: the implementation
complies with its requirements
(within some stated tolerance)

And we want to plan that the system will be safe

before we start developing it

Product
Focused
Certification

Requirements
must not interact

Product

Focused
Certification
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The Heart of a

Safety Argument

Plan
requirements
Drocess

Plan
validation —
Drocess

Plan design+

process

Plan
verification —
Drocess

Claim: the requirements are

correct & complete (includes all —

“safety requirements”)

Claim: the implementation
complies with its requirements
(within some stated tolerance)

And we want to plan that the system will be safe

before we start developing it

Product
Focused
Certification

This is supported
by the processes
in place

Do not do this
after the fact!

Product

Focused
Certification
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The Heart of a
Safety Argument

Plan
requirements
Drocess

Plan
validation —
Drocess

Plan design+

process

Plan
verification —
Drocess

Claim: the requirements are

correct & complete (includes all —

“safety requirements”)

Claim: the implementation
complies with its requirements
(within some stated tolerance)

Product
Focused
Certification

So, product focus* is
not enough.
We need to examine:

Process, People,
Product

| have spent years promoting
product focus — but it is
in addition to, not instead of,
and product includes all
documentation

Product

Focused
Certification
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Plan

e Claim: the requirements are Product

—— correct & complete (includes all —{EEERESEEEES
FlEtn ) “safety requirements”) Certification

PDrocess

So, product focus* is

' : not enough.
confidence in the We need to examine:

How can we build

P
certification” Process, People,

Product

| have spent years promoting
product focus — but it is
in addition to, not instead of,
and product includes all
documentation

) Claim: the implementation Product

= complies with its requirements — Focused

an . . .
e —  (within some stated tolerance) Certification

PDrocess
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Plan

e Claim: the requirements are Product
—— correct & complete (includes all —{EEERESEEEES
FlEtn ) “safety requirements”) Certification

PDrocess

So, product focus* is

How can we build

_ _ not enough.
confidence in the We need to examine:
certification? Process, People,

Product
Do a hazard analysis  that includes process | have spent years
promoting product focus —
but it is in addition to, not
instead of, and product
includes all documentation
F"apnr desion+ X Claim: the implementation Product
complies with its requirements — Focused

Plan

peweSl  (within some stated tolerance) Certification

PDrocess
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Plan

e Claim: the requirements are Product
—— correct & complete (includes all —{EEERESEEEES
FlEtn ) “safety requirements”) Certification

PDrocess

So, product focus* is

How can we build What will the

_ ; _ not enough.
confidence in the hazard analysis We need to examine:
certification? show? Process, People

Product
Do a hazard analysis  that includes process | have spent years
_ _ promoting product focus —
Single points of but it is in addition to, not
failure ... Major instead of, and product
risks ... includes all documentation
F"apnr desion R Claim: the implementation Product
complies with its requirements — Focused

Plan

peweSl  (within some stated tolerance) Certification

PDrocess
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Plan

e Claim: the requirements are Product

flcess correct & complete (includes all — Focused
an 7 . 9 ifi '
validation b safety requirements”) SR
Drocess
ini So, duct f *i
=xpert opinion o\ can we build What will the e :ﬁouc;ﬂfs *
confidence in the hazard analysis We need to examine:
certification? show? Process, People,
Product
Do a hazard analysis  that includes process | have spent years
) ) promoting product focus —
Single points of but it is in addition to, not
failure ... Major instead of, and product
*Process followed? risks ... includes all documentation
P'apnr desion+ R Claim: the implementation Product
- complies with its requirements — Focused
an o e
puiSl  (within some stated tolerance) Certification

Drocess
Testing only?
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Plan

e Claim: the requirements are Product

r;’fess correct & complete (includes all — Focused
an 11 . 7 ifi .
ik ) safety requirements”) cenliezilen
Drocess
ini So, product focus™* is
Expertopinion?. 4y can we build What will the e enough.
Add more experts? ., nsidence in the hazard analysis We need to examine:
certification? show? Process, People,
Product
Do a hazard analysis  that includes process | have spent years
: i promoting product focus —
Single points of but it is in addition to, not
failure ... Major instead of, and product
*Process followed? risks ... includes all documentation
P'apnr design® R Claim: the implementation Product
— complies with its requirements — Focused
an “gy - ifi I
peEsiml  (within some stated tolerance) Certification

PDrocess

Testing only?

Add mathematical verification? (or correct by construction with checks)
34 yes — please ©
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Plan

e Claim: the requirements are Product

— correct & complete (includes all — Focused
Certification

Plan

validation — m “safety requirements”)
Drocess
A A D So, product focus* is
Expert opinion " How can we build What will the ot enough.

Add more experts?  cqnfidence in the hazard analysis We need to examine:
Add mathematical certification? show? Process, People
analysis? Product
Or simulation? Do a hazard analysis  that includes process | have spent years

: i promoting product focus —

Single points of but it is in addition to, not

failure ... Major instead of, and product

*Process followed? risks ... includes all documentation
Flan oo Claim: the implementation Product
— complies with its requirements — Focused

an igp ifi I
pursl  (within some stated tolerance) Certification

PDrocess

Testing only?

Add mathematical verification? (or correct by construction with checks)
35 yes — please ©



M

g

McSCert

36

Conclusions

(not the conclusion of the talk — sorry)

= |f we want to perform mathematical verifications as
well as testing — we need formal requirements
* A huge task for some systems

* |f we want mathematical analysis or simulations of

our requirements — we need formal requirements
« There are different notations for formality

* And, maybe not all requirements need to be formal
- Because maybe we can separate off a “protective system”

» S0 —that's how practically formal enters the picture
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Claim: the requirements are correct &
= Validation complete (includes all “safety requirements™)

* Most important result we should work on!
« My impression — done very poorly most of the time — because it is

so difficult
* (Look at what John Rushby found re aviation accidents attributed
1 to software ©)
Claim: the implementation complies with its
= (Math) Verification requirements (within some stated tolerance)

« Lots of good work on effective practical verification methods — and
people talking at this school have good advice for you!

2 » Physically and logically separating control and safety is
incredibly powerful — the “protective system” can be much
simpler than the (very) complex control system

« Example: Darlington NGS Shutdown System — each of the two is
about 35K LOC, control system about 1M LOC
« We may be able to produce formal requirements, etc
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Model Driven Engineering

MDE is already changing how we develop software
iIntensive systems

It will increasingly affect certification of those systems
It promises many benefits — correctness by
construction for a start (checking is much easier than
verifying development steps)

We will need to certify the tools

The tool chain will include certification specific tools
And, at the moment, validation is still a huge problem

« SMT solvers seem to hold out more hope in this area than
model checking or SAT solvers



M Now Let’s Focus on

K e
MoSCort Certification

= \What did we do before we used “modern” assurance
cases?

= Why have | had a problem with GSN-like assurance
cases?

= Why | think GSN-like assurance cases still work - but
still think we can do much better

= Why will practically formal approaches to assurance
cases improve them — a lot?

39
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Why We (think we) Need
Assurance Cases

= One way of convincing a regulator that the system is safe

Y

Reports

Validation Test and
Reliability Qualification

Y

Software
Requirements
Specification

Legend:
Documents produced in the
forward going development

D Documents produced by
verifications, reviews, a
testing

—)> Activities and data flow

HAR Hazard Analysis Report

erification ews, analyses a

process

nd

Software
Design
Description

Y

Software Integration

Test Report

Code Review and

Verification Reports

A

A

So — regulators:

* Pre-approved approximately 20
process documents

* Audited development to be in
compliance with processes

» Audited output of the processes

« Witnessed in-plant testing

= And then give the regulators all the documents you have

created

 but the regulator then has to discover why we thought the system is safe
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Assurance (Safety) Cases

= The promise

Present an explicit argument grounded in (product, process,
people) evidence that demonstrates the product is safe!

= Common practice

Goal Structuring Notation (GSN) is the most popular
notation for modern assurance cases [keiy199s]

At its core it presents a decomposition of a goal (claim) into
sub-goals (sub-claims) and eventually evidence (called
solutions in GSN)



" GSN (2011)
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c1 G1 c2

Control System is

acceptably safe to Control System

Operating Role

and Context operate Definition

c3 G2 ca G3 c
5
Tolerability | All identified hazards have | ; o Software in the Control System
1 Hazards identified — T T
targets (Ref Z) been eliminated or from FHA (Ref ) has been developed to SIL Slla(’i)mdellnes
sufficiently mitigated appropriate to hazards and rrocesses
: involved

Y

Argument over each
identified hazard

A1l

S2 /

—/ Argument over allocated .
SIL for Primary and
J Secondary elements

S1

Ji

All hazards have cé
been identified

Identified
software hazards

SIL apportionment is
correct and complete

y E— R —
G4 G5 G6 G7 G8
Hazard H1 has been Probability of Hazard H2 Probability of Hazard H3 grimary Protection Secondary Protection
eliminated occuring < 1x10-6 per occuring < 1x10-3 per ystem Developed to System Development to
year year SIL 4 SIL2

Sn4

Process
Evidence for
SIL2

Sn3

Process
Evidence for
SiL4

Sni

Formal
Verification

Fault Tree
Analysis

GSN COMMUNITY
4 STANDARD
VERSION 1-2011  [GSN2011]
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= Benefits
| think GSN and similar notations like CAE (Claims

Arguments and Evidence, developed by Adelard) have had
a very positive effect in producing safe(r) systems

o Itis appealingly intuitive — | have seen practicing engineers (and
students) pick-up the basic idea in a GSN assurance case as fast as

you would ever want them to ... sometimes faster

o Its primary success (I think) is to get people to look critically at the
“argument” and ask important and usually overlooked questions — and

this is invaluable

o It has motivated many more developers and certifiers to consider
seriously what we need to demonstrate that a system is safe (or

secure or dependable etc)



44

T
'S

McSCert

GSN Shortcomings

A personal view

Cases tend to have an ad hoc structure dictated by
experience & preference
« Patterns help but they are not the “solution”

Cross-cutting concerns abound
There is an element of confirmation bias

Provides a false sense of confidence (no matter how
we “measure” confidence) since we think our
reasoning is rigorous (most never claim formal) — but
it is not

Safety impact analysis is difficult to impossible
* In general, effective traceability is tough

[Wassyng2011]
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Formal Approaches

There are a variety of formal approaches to assurance
(safety) cases, and | think that all of the ones | know
about involve GSN ...

Work done by Ewen Denney involves not only safety
case construction, but also formal approaches to the
evidence — see htips://ti.arc.nasa.gov/profile/edenney/

| believe you will already have been told about SACM
20 [SACM2.0]

Since one of my important goals is to develop
assurance cases that facilitate incremental safety
assurance, | feel that these approaches are not what |
want in the future — even though they represent
excellent work
« They do not overcome my objections to the lack of a safety
argument


https://ti.arc.nasa.gov/profile/edenney/
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Basis for a New Approach

» Last year we published an early version of the framework in

[Diskin2018]

MoDELS

|SM def is0 Ok (I E'ucLlsgk ] ._soun_'_l

|Trc def is ijq

~—-- Constr ok 1 rl..cgrff-l.ll Ve
MT def | Hisok! T

I isok ITMdefisoqu Pkttt

[ b [C)is Ok !

[ Process is done Ok ]

(E) pattern

Execu-

tion is
Ok

\ J

—_———— mappin )
!_S_D‘_Sgk 1 " Structure Hi Sk_l
[ verify | conforms
= = - Constr. are -
Ll validate satisfied F/alldate -
sound |
sound |< Flis Ok i ===
[y
- F2 is Ok complete §
i [Resuls
H

| complere

These “assurance steps” are suggested by the
mathematical structure - no longer ad hoc.

46
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Figure 3: The process in detail

i Vo F\ [ N
1 1 \ M
1 1 assr
i ] Fassets Person
— ™ T > assets: real
M, | P >| expns: real
(rjeg(‘ase § [ E >| sMargin: int
idSting (] T } ) sMargin
gl?grg?natfnt — | — / context Person inv Cq,
e | /™ let A = self.asset
dient | | e g \ E = self.expns
rsonalBeh ™ ", P N
P, 5 Pl?:oessedData i \\\ \. (A-E)/A > sMargin J
‘r?:smgnstring H PekaTOD i 1
phone: int rs ype g ¢ m} :—r/

pkgproceduralAssurance )

Client Context Person Context Evaluation Context Evaluation
self.passes.filllsin. self.foundedOn = self.foundedOn subsets
usedin.resultsIn. self.uses.basedOn self.doneBy.trainedIn
owner = self

I Person I._

Evaluation

:

used
1
asse 2 | uses
<<process>>

Interview 2 Questionnaire
fillstn)

Method

basedOn

doneBy : Personnel

rskType < <enumeration>> Agency
- {rc,m} -
value : {r,c,m} certified : bool
resultsin|* 1 <<process>> doneBy 1

lopedBy

Figure 4: Workflow and metamodels together
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¥ 00 remm——- fStruct. s Ok} __, I sound”
e e A
—————— 1 F------' I OnStr. Okl !_-_T_-__-_..-
: MT def 1 TM def is Ok l ------ d r[H] is Ok :
1 is Ok I ;::::::.<: %}.—.—.—.—.—.-.—.—: These % “assurance steps”
""" j Trc. defis Okl ' [C]is Ok ! .
In order to il Bvcbistvoivi - become the basis of our new
. ., / j Rules are Ok I eee I [multipl] Ok .
assure” the ——————— kit o Rt method for constructing assurance

cases.

refinement and
transformation
steps in the
assurance case
process, we can
identify actions
that have to
performed

Although we cannot model the
data flow in complete detail, nor
perform the model transformations
and refinements completely
formally, these assurance steps
are based on formal reasoning
and are no longer ad hoc where
e anything is allowed as long as it

|

1
conforms *‘ooks reasonable.
Practically formal!

i o = onstr. are -
u/a_hd_atel | satisfied | l"f'_'dftf ! J——

—— soundl
pSound F1is Ok -l
S F2is Ok complete |
ofe1 | gty =t
47 1 S0Pt rher Finctions?
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Next Talk

= Will provide more detail of how we started with (GSN-
like) Assurance Case Templates (wassyno2016) — @and have

moved into this new transformation based formal
approach
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Takeaways

Formality must not be an end in itself

Sometimes “formal” is not quite possible
« But the approach based on a (hypothetical) formal method
can be much better than ad hoc approaches we may be
tempted to use

There are powerful verification techniques that are
scalable — use them where possible

Explore ways of doing better validation
« Formal requirements help
o | really like tabular expressions for this (did not discuss them)

We have to develop sound approaches to
iIncremental safety assurance — rigorous/formal |
think is necessary by the nature of the problem
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