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Abstract

Sensitive information, e.g., privacy information or com-
pany secret, should be carefully managed and it is desired
that only privileged users can read and edit these kinds
of information. For these needs, this paper proposes cryp-
tographic schemes for a proper use of digital document
and a concrete construction for the proposed schemes. Note
that the proposed schemes are called “Content Protection
Schemes(CPSs)” in this paper. The proposed schemes en-
able a sender to decide an access control, i.e., read-write
protection, on a document by public keys of recipients and a
recipient can read or edit a part of the document according
to the access control without any help of neither the sender
nor any trusted entity. The concrete construction proposed
in this paper consists of only standard cryptographic tech-
niques. This means that the proposed construction can be
easily implemented by a standard cryptographic library and
that users do not need to prepare a special key set for
the proposed schemes. Since the proposed schemes control
the read-write protection on a digital document by private
keys of recipients, they can promote proper use of digital
document even if we could not manage them on a server.

1. Introduction

Digital documents have been widely used for last a
few decades and often contains sensitive information, e.g.,
personal information and national/company secret. Hence we
have to manage them carefully by controlling users who can
access the documents. For instance, a security rule of Health
Insurance Portability and Accountability Act(HIPAA) in the
U.S., which was published in 2003, requires that the con-
fidentiality, integrity and availability of electronic protected
health information, e.g., privacy information of patients, is
carefully managed. In addition, since the effectuation of
privacy information law in Japan, 2005, lots of guidelines
have been published and established that privacy information
is properly controlled when it is taken, used, updated and
disclosed. Due to these laws and guidelines, we are required
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that privacy information is encrypted for the confidentiality
or attached with a digital signature for the integrity.

Encrypting privacy information enables us to restrict
users who can access privacy information and there-
fore achieves the confidentiality of privacy information.
A technique called “eXtended Multi-Recipient Encryption
Schemes(XMRESs)”[9] is a kind of partial encryptions and
combines a hybrid construction and a partial encryption.
XMRESs achieve whether each block composed of a docu-
ment is disclosed to each of several recipients or not and can
control rights to read a part of a document for recipients.

On the other hand, digital signature schemes achieve the
data integrity because any alteration on a digitally signed
document can be detected. However, the property of standard
digital signature schemes sometime make a problem if a
signed document is updated or disclosed. Several works,
such as sanitizable signature schemes[1], [7], [11], [12],
[18], [19], [21], address this probleml. In the sanitizable
signature schemes, even if we should delete a part of a
signed document for some requirements, e.g., privacy protec-
tion in freedom of information system, the signed document
which is partially deleted is still validated. A. Saito, el. al.,
expanded the sanitizable signature schemes to the ones in
which a user can edit a block in a signed document if the
signer accepts it[18]. G. Ateniese, el. al., also improved
sanitizable signature schemes[1]. The improved scheme[1]
allows a signer to designate a user when he/she sign a
document and the designated user can edit a part of the
signed document without any help of neither the signer nor
a trusted entity. These improved schemes[1], [18] enable to
control rights for editing a part of a document.

Other related works are found in techniges for access con-
trol of XML applications although they have no proof based
on complexity theory such as techniques we introduced in
the above. For instance, M. A. Rahanman, et. al., proposed
a technique for an access control for an XML document
by using cryptographic techniques[20]. In this technique, a

1. Some of these works are called “redactable signature schemes”[12] or
“content extraction signatures”[19]. In this paper, however, we call them as
“sanitizable signatures” according to the several references, e.g., [21].



document owner can control right for reading a document
by encrypting a document and an authorized user can edit an
XML document by collaborating the document owner. After
the authorized user edits the document, the integrity of the
document can be checked by the signature of the authorized
user. However, the technique does not include a mechanism
to control rights for editing a part of a document by a sender.

To the best of our knowledge, there are no cryptographic
schemes that enable us to control both reading and writing a
part of a document without any help of neither the sender nor
any trusted entity. In addition, in the paper[1], although the
authors show several applications for sanitizable signatures,
e.g., outsourcing database, medical information, software
distribution and so on, these need to control not only to edit
a part of a document but also to read a part of the document.

In this paper, we propose cryptographic schemes for
controlling rights not only to edit a part of a document
but also to read a part of the document by using a public
keys and shows a concrete construction. Note that, in this
paper, we call the proposed schemes “Contents Protection
Schemes(CPS)”. Most of the related works, which we intro-
duced in the above, uses sophisticated cryptographic tech-
niques, e.g., Chameleon hash[1] or Bilinear map[7], [21]. On
the other hand, the proposed construction consists of only
standard cryptographic techniques: a standard asymmetric-
key cryptography, symmetric-key cryptography and digital
signature. This means that the proposed construction can
be easily implemented by a standard cryptographic library
without any modification of the cryptographic functions in
the library. In addition, we do not need to prepare a special
key set for an application of the proposed schemes. Since
the proposed schemes enable us to control the read-write
protection on a digital document without any help of a
trusted entity, the proposed schemes can promote proper use
of digital documents even if we could not manage them on
a server.

2. Content Protection Schemes

2.1. Framework of the schemes

The proposed schemes, which we call “Content Protection
Schemes” in this paper, enable us to control rights for both
reading and writing a part of a document by cryptographic
techniques. A framework of the proposed schemes is de-
scribed in Figure 1. As Figure 1 shows, there are three
entities for the proposed schemes: key center, sender and
recipient.

Key center generates a signing and validation key pair
for a sender and also generate encryption and decryption key
pairs for recipients. A sender divides a document into several
blocks and, for each of several recipients, he/she decides
an access control list for read-write protection of each
block. Then the sender encrypts the document according to
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the access control list and send the resulting ciphertext to
recipients. When a recipient receives the ciphertext, he/she
decrypts it with his/her decryption key and reads the blocks
of the document that the sender allows. Also, in the proposed
schemes, the recipient can edit some blocks that the sender
allows.

CPSs consist of the following three algorithms.

Key Generation Algorithm KeyGen(\):

Probabilistic algorithm which accepts a secu-
rity parameter A and which outputs a sign-
ing/validation key pair of a sender (sk,vk) and
encryption/decryption key pairs for recipients,
(ekr,dky), .., (ehku, dky).

Encryption Algorithm Encg, pr (AC, M):
Probabilistic algorithm which accepts an access
control list AC, a sender’s signing key sk, encryp-
tion keys EK = (eky,...,ek,) and a plaintext
M = (my,...,m,), and which output a ciphertext
c (aux,cp,...,¢,), where aux denotes an
auxiliary information such as AC.

Decryption Algorithm Dec, 41, (C):

Deterministic algorithm which accepts a sender’s
validation key wk, a decryption key dk; and a
ciphertext C', and which outputs the decrypted
plaintext M* or decryption failed L (invalid cipher-
text).

Update Algorithm Upd,,; ;.. (C,U):

Probabilistic algorithm which accepts a sender’s
validation key vk, a decryption key dk;, a ci-
phertext C' and update information U = (j,m]),
and which outputs an update ciphertext C* or
update failed 1 (invalid ciphertext or invalid update
information).

In the following, we use the notation ES.Alg to denote
the algorithm Alg of ES. For instance, CPS.Enc denotes the
encryption algorithm Enc of a content protection scheme
CPS.

2.2. Security requirement

In the proposed schemes, a sender decides an access
control list for a document, which describes which parts
of a document can be read or edited by a recipient, and
chooses encryption keys of the recipients to encrypt the
document according to the access control list. When a
recipient decrypts a ciphertext with decryption key, he/she
can read or edit blocks that the sender accepts to read or
edit for the recipient. The control for read-write protection
in the proposed schemes is achieved by the decryption key
that the recipient has. We consider the following properties
for the security of the proposed schemes.

Confidentiality:
It is infeasible to know any information about a
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Figure 1. Framework of Content Protection Schemes(CPSs)

block m; without the knowledge of decryption
keys to decrypt the block m;.

Integrity:
It is infeasible to alter a block m; of a document
and an access control list that the sender decides
without the knowledge of neither decryption keys
to update m; or signing key of the sender sk.

Formal definitions of these requirements are as follows.

Definition 1(Confidentiality): et CPS be a content pro-
tection scheme and an adversary 4 be a probabilistic
polynomial-time Turing machine. In the first phase, given
a security parameter, a validation key vk, encryption keys
EK (ek1,...,ek,) and a subset of decryption keys
DK' = (dki,...,dk,) (w < u), A choose an access
control list AC, a pair of messages M, and M;. Note that
the pair My and M; only differs in a block m;, where m;
can not be decrypted with any decryption keys in DK'.
Note that both My and M; consist of n blocks. Then, in
the second phase, the adversary A receives a ciphertext
C}y < CPS.Encpi (AC, M,), where b(= {0, 1}) is randomly
chosen, and the adversary 4 guesses for b. Note that, in the
first and second phase, the adversary 4 has oracle access to
the encryption and the decryption of CPS and the adversary
never makes a query for Cj, to the decryption oracle. We say
that the CPS has confidentiality if, for any adversary A, the
advantage of the adversary A for guessing b is negligible.

Definition 2(Integrity): Let CPS be a content protection
scheme and an adversary A be a probabilistic polynomial-
time Turing machine. We assume that 4 has oracle access
to the encryption, the decryption and the update of CPS. The
adversary A is given a security parameter, a validation key
vk, and encryption keys EK = (eky,...,ek,). Then, the
adversary A outputs a candidate of valid ciphertexts C' for
a message M and an access control list AC. The adversary
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succeeds this game if the ciphertext C' is a valid ciphertext
and if the ciphertext C' never includes answers from the
encryption oracle OF¢ and ¢; in C never includes answers
from the update oracle O'P¢ during the game. We say that
the CPS has integrity if, for any adversary A, the success
probability of the adversary .4 to win the above game is
negligible.

Note that, the notion of the integrity is essentially the
same as the “unforgeability” notion defined in the sanitizable
signature schemes[1].

The sanitizable signature schemes also require that a secu-
rity requirement called “indistinguishability”, which means
that, after a block of a message is updated, it is infeasible
to know any original information about the block. In CPSs,
this security requirement is optionally required, especially
if the CPSs are used as an application of a sanitizable
signature scheme. For instance, this security requirement
must be required, if a recipient needs to edit a part of a
ciphertext for protecting privacy information before he/she
sends the ciphertext to another recipient. However, this
security requirement is not always needed and therefore the
description of the security requirement is omitted in this
paper.

3. Concrete Construction

3.1. Components

In this section, we show a concrete construction for the
proposed schemes, which consists of standard cryptographic
techniques. For description of the proposed construction, we
use notations SE = (KeyGen, Enc, Dec) for a symmetric-key
cryptography, PE = (KeyGen, Enc, Dec) for an asymmetric-
key cryptography and DS = (KeyGen, Sig, Ver) for a digital
signature.



In the above notation, KeyGen is a probabilistic algorithm,
which takes a security parameter and which outputs a
secret key for a symmetric-key cryptography, private/public
key pair for an asymmetric-key cryptography, and a sign-
ing/validation key pair for a digital signature. Enc is a
probabilistic algorithm that takes a plaintext and encryption
key, i.e., a secret key for a symmetric-key cryptography and
a public key for an asymmetric-key cryptography, and that
outputs a ciphertext. Dec is a deterministic algorithm that
takes a ciphertext and a decryption key, i.e., a secret key
for a symmetric-key cryptography and a secret key for an
asymmetric-key cryptography, and that outputs the resulting
plaintext or the invalid ciphertext L. Sig is a probabilistic
algorithm that takes a signing key and a document, and that
outputs a signature. Ver is a deterministic algorithm that
takes a verifying key, a document and a signature, and that
outputs the validation result, i.e., valid or invalid.

3.2. Construction

The main idea for our construction is to use a one-time
symmetric-key cryptography and a one-time signature. We
adopt a hybrid construction with these techniques for read-
write protection on a document. Let m be a document and
we consider the following procedure:

¢ < SE.Encg(m) and then o < DS.Sig,(c), (1)

where k is a secret key for SE and s is a signing key for
DS. It is computationally hard to know any information of
m from c unless the secret key k is given. In addition,
we can generate a valid signature for any document if the
signing key s is given, although it is infeasible to forge
any signatures with respect to the signing key s without the
knowledge of s. We use the former property to control read
protection and the later one to control write protection.
Complete description of the proposed construction is
shown in Figure 2. Note that we call this construction
“Content Protection Scheme with Standard Cryptographic
Techniques(CPS-SCT)”. The above procedure is applied to
each block m; in a document M (see step 1 and 2 in the
encryption algorithm). The secret key for encrypting m; and
signing key for generating o; is encrypted by encryption
keys ek; of an asymmetric-key cryptography PE, according
to the access control list AC'. Thanks to this procedure, if a
user, who has a decryption key dk;, has right to read an i-th
block m;, he/she can get the secret key k; by the decryption
result of e; and he/she can read m;(step 2 and 3-2 in the
decryption algorithm). Also, if he/she has right to edit the i-
th block, he/she can get the signing key s; by decrypting
e; and can generate a valid signature for any messages.
Therefore if he/she wants to edit the block m;, he/she can
regenerate a valid signature for a message mzr and can edit
the document M by replacing the original block m; and o;
with the edited ones m; and Uj' (see the update algorithm

i
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in Figure 2). Note that the step 3 in the encryption algorithm
in Figure 2 is required for protecting the access control for
the document M decided by a sender. The security of the
proposed construction is discussed in the next subsection.

3.3. Security

We showed a concrete construction of a content protection
scheme by combining a symmetric-key cryptography, an
asymmetric-key cryptography and a digital signature. As we
explained in the last subsection, this construction can control
rights for both reading and writing a part of a document.

Formally, we have the following propositions for the
confidentiality and integrity based on those definitions (see
section 2.2). Note that the security notion of symmetric-key
encryption scheme, asymmetric-key encryption scheme and
digital signature schemes are referred in [2], [3] and [19].

Proposition 1: The proposed construction described in
figure 2 has the property of the confidentiality, if the
symmetric-key cryptography SE, the asymmetric-key cryp-
tography PE and the signature scheme DS are respectively
secure in the sense of IND-CPA, IND-CCA and EUF-CMA.

Proposition 2: The construction described in figure 2 has
the property of the integrity if the proposed construction
described in figure 2 has the property of the confidentiality,
if the symmetric-key cryptography SE, the asymmetric-key
cryptography PE and the signature scheme DS are respec-
tively secure in the sense of IND-CPA, IND-CCA and EUF-
CMA.

The sketch of the proofs for the above propositions are
shown in Appendix.

4. Discussion

(1) Advantages

We can realize the proposed construction, CSP-SCT, by
using well-known schemes, e.g., AES[15] with CBC, RSA-
OAEP[17], ECDSA[14] and so on. This means that the
proposed scheme can be easily implemented by a standard
cryptographic library without any modification of crypto-
graphic functions in the library. In addition, if users have
key sets for an asymmetric-key cryptography PE and a
digital signature scheme DS for some application, the users
may reuse their key sets for an application of the proposed
schemes.
(2) Improvement

The proposed construction, CSP-SCT, needs to generate
the key pairs for each block of a document m; and to resign
when an ¢-th block is edited. This means that the proposed
construction are somewhat inefficient from the viewpoint of
computational cost. However, key pairs can be preliminarily



Key Generation:

Key Generation algorithm accepts a security parameter X\ = (Xpg, Aps, Asg) and generate key pairs (sk, vk) for a sender

by DS.KeyGen(Aps) and a key pairs (eki, dk1), . . .

Encryption:

Encryption algorithm accepts encryption keys EK = (ekq, ...

, (eky , dk,, ) for recipients by PE.KeyGen(Apg).

, ek, ), sender’s signing key sk, a plaintext M =

(m1, ..., my,) and an access control list AC' = (aci,...,acy) ac; = (ril), oDy, r](.l) = {w,r,n},(j =
1,...,n). Note that, w, r and n respectively denote a right for a block, “can read and write”, “can read but not write”

and “can not read”. Encryption algorithm processes the following procedure.

1. process the following for each m; (i =1, ...,

n).

1-1. generate a key k; by SE.KeyGen(Asg) and encrypt m; with k;: ¢; < SE.Ency; (m;).
1-2. generate a key pair (s;,v;) by DS.KeyGen(Aps) and generate a signature, o; — DS.Sig,, (i]]es).

2. process the following for ac; = (rgi)7 corn) (B=1, .00, u).
21 for () (j=1,...,n),if ri) = wthen d\") + ki||s;, elseif ri) = r then d\) + ki, elseif r{) =n
then d|”) ¢ NULL.
22, encrypt D; = (d{”||...[|d{")) with ek;: e; + PE.Enc.y, (D;).
3. generate a signature o <— DS.Sig ; (AC, e1,...,€u, V1, Un,01,...,0n)
4. output the ciphertext C' = (AC, e1,...,€u,V1, ..., Un,01,---,0n,Cl,...,Cn,0)
Decryption:

Decryption algorithm accepts a decryption key dk;, validation key vk and a ciphertext C'. The decryption algorithm

processes the following.
1. validate (AC, eq, ...

5 €uy Uly v v

s Uny 01y

yo-n

,C1,...,Cn) by using a signature o and a validation key vk.

If the validation is failed, then the decryption algorithm outputs | and halts the process.

. r(nt)) and process the following for c;(i = 1,...,n).

3-1. validate (¢||c;) by using the signature o; and a validation key v;. If the validation is failed, then the decryption

3-2. if rl(t) = worr, then decrypt c; with key k; given from step 2: m} <— SE.Decy; (c;). Otherwise, m] <— NULL.

2. decrypt e; with dk;.
3. refer to ac; = (rit), ..
algorithm outputs L and halts the process.
4. output M* <— (m7,...,m}) as the decryption resulting.
Update:

Update algorithm accepts a decryption key dk;, a ciphertext C' and update information U = (7, mj’) and processes the

following.
1. validate (AC, eq, ..

Sy €Uy ULy ey Un,y O, -

©30n, CL, -

., cn ) by using a signature o and a validation key vk.

If the validation is failed, then the decryption algorithm outputs L and halts the process.

2. validate (illc;) (i =1,...

,n) by using the signature ¢; and a validation key v;. If the validation is failed, then

the decryption algorithm outputs _L and halts the process.

%)

decrypt e; with dk;.

+

encrypt m;

® N ok

output C'* as the update result.

refer to rg.i), and if r}t) # w then the update algorithm outputs L and halts.
with a key k; given from step 3: c;.r < SE.Ency; (

m).

generate a signature [r].+ by using s; given from step 3: a;r <+ DS.Sig, (j] |c]+)
J

replace c; and o; with c]-+ and a;r, respectively (the resulting ciphertext denotes C' ).

Figure 2. Complete description of CPS-SCT(Content Protection Scheme with Stan-

dard Cryptographic Techniques)

generated before the document M is encrypted. In addition,
if we adopt an on-line/off-line signature[8] for the proposed
schemes, we can improve the computational cost for signing
each block.

In addition, we may use an applied cryptographic tech-
nique instead of a standard cryptographic technique in the
proposed construction. The aggregate signature proposed by
D. Boneh, et. al.[6], is one of the examples. The aggregate
signature scheme allows us to aggregate signatures, which
are generated for distinct messages by several signers, as
one signature. By using the aggregate signature scheme, we
can reduce the ciphertext size of the proposed construction
because we can aggregate signatures o; for blocks m; as
one signature Y. More precisely, if we use the scheme
proposed by D. Boneh et. al.[6], then the aggregate signature
¥ is described as ¥ = [[,_, ,0; (for the detail of the
aggregate signature, see [6]). Note that if a recipient edits
an i-th block ¢;, he/she can know the signing key s; for
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the block ¢; and calculate the signature ¢; for the block
¢; Therefore he/she can calculate the updated aggregate
signature £t as ¥t = . g} /oy, where o} denotes the
signature of the updated block ¢; .
(3) Applications

Several applications are considered for the proposed
schemes such as document creation by several users, out-
sourcing database and so on. We introduce a workflow
system as an example application for the proposed schemes.
Some workflow systems such as one-stop services are per-
formed by several organizations. In these cases, it is hard to
construct a trusted server for managing such a workflow
system because each organization is independent on the
others. In addition, an application form in the workflow
system contains several documents that contains several
kinds of personal information. Therefore, in the workflow
system, reviewers check a necessary part of the application
form and have to modify it for adding some comments or



(a) Encryption

Table 1. Experimental Results

(b) Decryption

(c) Edit

[ Ttems [[ Time [ms] | [ Ttems [[ Time [ms] | Ttems [[_Time [ms] |
For each block 477 For header 17.1 FTr l\l/ez:;iferin 57 DS igg
Enc. and Key Gen. by SE 0.3 [ Verifying by DS > 0.1 Ccriyme by .
: : | Decryption by PE > 0.1
Key Generation for DS 464 | Decryption by PE 17.1
— For each block 15.0
Signing by DS 12.7 For each block > 0.1 —
— Verifying by DS > 0.1
For header 144 [ Verifying by DS > 0.1 :
- : Re-encryption by SE > 0.1
[ Encryption by PE 108 | Decryption by SE > 0.1 Ro-sioning by DS SO0
[ Signing by DS 556 Total 130 — enne oy —
Total 1,097 -
Experimentation environments: Target Document:
Computer: M = (m1, ms), where m; and my are randomly generated 1kB binary
PC: CPU: Intel®Pentium®4 2.7 GHz / Memory: 256MB RAM data. .
(O3 Microsoft® Windows®XP SP3 AC = (ac1,acz),acy = (w,r), acz = (r,w)
Language: Java(TM) Platform Standard Edition 6 * There are two recipients. One of the recipients can edit m; and can read mo
Algorithms: but not edit. The other recipient can read m (but not edit) and can edit m.

PE: Hybrid Encryption (RSA-KEM, AES with CBC mode and HMAC
with SHA256)

DS:  SHA256 with RSA

SE:  AES with CBC mode

Key size: 1024-bit for RSA and 128-bit for AES

correcting some items. By using the proposed schemes, a
server that accepts the application form can control the read-
write protection on the application form for each reviewer,
even if the procedure of the workflow system is done by
several independent organizations. In addition, the proposed
schemes immunize fraudulence of an administrator because
he/she can not read or edit an item in a document in a
workflow system if he/she is not given rights to read or
edit it by the sender.

5. Implementation

We have an experiment to investigate the performance
of each function in the proposed scheme, CPS-SCT. For
this experiment, we implement the proposed construction
with standard cryptographic schemes: AES[15] with CBC
mode[16] for SE, RSA signature with PKCS #1.5[17] for
DS and a hybrid encryption[10] for PE. More precisely, we
use RSA with SHA256[13] for RSA signature and RSA-
KEM, AES with CBC mode and HMAC with SHA256 for
DEM in the hybrid encryption. Note that 1024-bit keys and
128-bit keys are used for RSA and AES, respectively.

The experimental result and environments are shown in
Table 1. The experimental result shows the processing time
of the encryption is over 1 second. However, as we pointed
out in the last section, the key generation for DS, which is
the major part in the encryption, can be preliminary pro-
cessed and therefore the processing time of the encryption
is reduced substantially. If we perform the key generation
before the encryption, the total time of the encryption takes
about 170ms. In addition, if we adopt an elliptic curve
based signature scheme, e.g., ECDSA[14], for the signature

We have 1000 experiments and show the average time of the experiments for
each operation. The result of decryption and edit are the average time for the
first user who can access the document M according to acy. The total time for
the encryption includes the time for processing two blocks and two headers(for
two recipients). Also, the total time for the decryption and the edit includes the
time for processing two blocks and one header. Note that the re-encryption and
re-signing for the edit were done for the first block by using randomly generated
1kB binary data.

scheme DS, the time consumption for the key generation
is reduced compared to RSA based signature scheme, e.g.,
RSA with SHA256[17].

Note that we consider no file format for our experiment,
i.e., the experimental result does not include a performance
of a parser. For applying our implementation to a specific
file format, e.g., XML, PDF, and so on, we need to use a
parser for the file format. The performance of such a parser
is out of our experimental result.

6. Conclusion

In this paper, we proposed cryptographic schemes that
achieve read-write protection in a document, which we call
content protection schemes(CPSs). Since the CPSs enable
us to control read-write protection only by a decryption key,
the schemes can promote proper use of digital documents
even if we could not manage them on a server.

The concrete construction for CPSs, which we proposed
in section 3, consists of only standard cryptographic tech-
niques: a symmetric-key cryptography, an asymmetric cryp-
tography and a digital signature. This makes us easy to
implement the proposed construction and users does not
need to prepare special key sets for an application of
CPSs. We showed the experimental results of the proposed
construction in section 4.

In addition, the proposed construction might be improved
by using an applied cryptographic scheme, e.g., ID-based en-
cryption schemes[5], Attribute-Based encryption schemes[4]
and so on, so that the improved construction inherits the
property of the applied cryptographic schemes. To achieve
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the improvement and more efficient construction is one of
our future works.
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Appendix
1. Security proof

In this section, we give the sketch of the formal secu-
rity proofs for the confidentiality and the integrity of the
proposed construction described in figure 2. The security
notion of symmetric-key encryption scheme, asymmetric-
key encryption scheme and digital signature schemes are
referred in [2], [3] and [19].

1.1. Sketch of proof for proposition 1.

Let A and Adv(.A) be an adversary for CPSs in the sense
of the confidentiality and the advantage of the adversary
A. First we modify the original game in the definition
of the confidentiality, which we call Game O so that all
queries for decryption oracle are rejected, and we call this
modified game Game 1. For this modification, we can
easily construct an adversary that break the integrity of
the proposed construction. Let AZSE and Adv(AZHg) be an
adversary that break the proposed construction in the sense

of the integrity and the advantage of the adversary AZh:. We
have
|[Pr[Succ(Game 0)] — Pr[Succ(Game 1)]|
< Adv(Ags), ()

where Succ(Game 0) and Suce(Game 1) denote the events
that an adversary A succeeds Game 0 and Game 1, respec-
tively.



Next we further modify the game 1 so that e; (i =
1,...,w) takes a random value e}, and we call this modified
game as game 2. For this modification, we can construct
an adversary Apg that breaks an asymmetric-key encryption
scheme in the sense of IND-CCA2. Let Adv(Apg) be the
advantage of the adversary Apg. Then we have

|Pr[Succ(Game 1)] — Pr[Succ(Game 2)]|

where Suce(Game 2) denotes the event that the adversary
A succeeds Game 2.

Finally, for the game 2, we can construct an adversary
Asg that breaks a symmetric-key encryption scheme in the
sense of IND-CPA. Let Adv(Agg) be the advantage of the
adversary Agg. We have

1
Pr[Succ(Game 2)] — 3 < Adv(Asg). 4)
From the inequalities (2), (3) and (4), we have
Adv(A) < Adv(ADE) +w - Adv(Apg)
+AdV(ASE)
The advantages of Adv(Apg), Adv(Asg) and
Adv(ADE) are negligible, if PE, SE and CPS are an

IND-CCA2 secure asymmetric encryption, an IND-CPA
secure symmetric encryption and has the integrity property.
Therefore, Adv(.A) is negligible and we can say that the
proposed construction has the property of the confidentiality.
Note that Adv(AZ:) is discussed in the proposition 2. 0

1.2. Sketch of proof of proposition 2.

A ciphertext of the proposed construction consists
of two part besides a signature o. One is ¢
(AC,eq,...,eq4,v1,...,v,) which are signed by a sign-
ing key sk of a sender and the other is pu
(c1y...,¢n,04,...,0n), where each ¢; is signed by ran-
domly generated signing keys s; and o; is a signatures of
ci: C = (o, pu,0).

Let A and Adv(.A) be an adversary for CPSs in the sense
of the integrity and the advantage of the adversary A. First
we modify the original game in the definition of the integrity,
which we call Game 0, so that e; (i = 1,...,u) takes a
random value e, and we call this modified game Game 1.
For this modification, we can construct an adversary Apg
for the asymmetric-key encryption scheme in the sense of
IND-CCA by using an adversary A. Then we have

|[Pr[Succ(Game 0) — Pr[Succ(Game 1)]|
Note that Succ(Game 0) and Succe(Game 1) denote the
event that the adversary A succeeds Game 0 and Game 1,

respectively, and Adv(Apg) denotes an advantage of the
adversary Apg.
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In the modified game Game 1, we show the following
inequality.

Pr[Succ(Game 1)] < (n + 1) - Adv(Aps])

In order to show this, we construct an adversary A for the
propose construction succeeds to the modified game Game 1,
then an attacker Apg for a standard digital signature scheme
for at least one of these two parts, ¢ and pu, exists with
non-negligible probability.

For Game 1, exploiting ¢ in ciphertexts C', which is signed
by a signing key sk, we can construct Apg by using the
adversary A, and we have

Pr[Succ(Aps)] > Pr[Succ(Game 1) A NewPhi]
= Pr[Succ(Game 1)]

— Pr[Succ(Game 1) A —NewPhi], (6)

where Succ(Aps) are events that the adversary Apg succeeds
to produce a valid signature. In addition, NewPhi denotes an
event that ¢ has not been queried to the signing oracle for
the digital signature scheme.

Since a ciphertext of the proposed construction is C' =
(¢, 1, 0), Succ(Game 1) A ~NewPhi means that ¢ = ¢#
and pu # p#, where ¢# and pu# are the ones in a query
ciphertext C#.

For Succ(Game 1) A —NewPhi, we construct another
adversary Bps for a standard digital signature scheme by
using the adversary 4 and then we have

Pr[Succ(Bps)]

>

(%) - Pr[Succ(Game 1) A —=NewPhi] (7)

From the inequalities (6) and (7), we have
Pr[Succ(Game 1)] < Pr[Aps] + n - Pr[Bpsg]

From the above, since the upper bound of Pr[5ps] must be
the same as the one of Pr[Apg], we have

Pr[Succ(Game 1)] < (n+ 1) - Adv(Aps). (8)

From the inequalities (5) and (8), we have

This shows that if an adversary A breaks the property
of the integrity of the proposed construction then an adver-
sary Aps with non-negligible advantage or Apg with non-
negligible advantage exists. 0
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