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Abstract— A real-time pervasive collaboration system enabte
people to work together on a certain task at anytira and from
anyplace. Security is one of the primary concernsof these
systems, when running over public networks. In paitular,

end-to-end security represents a crucial issue in epvasive
collaboration environments due to the heterogeneityof the
networks and devices usedlIn this paper, we explore the
feasibility of security measures at the diverse protocol layets

shielding pervasive real-time collaboration systems and
propose a security framework residing at the appliation layer
to secure pervasive collaborations.
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present a higher bit error rate than wired linkenke special
concerns have to be taken when protecting an apiolic
running on top of wireless links. People may wtilizarious
kinds of devices for their collaboration rangingorfr
desktops and laptops with a powerful computing béipa
to PDAs and smart phones with limited computing pow
No research efforts have been devoted to the dewelnt of
a security framework for the protection of pervasieal-
time collaboration applicatiores yet. In this paper, we strive
to address this urgent issue by outlining a sectdrédme-
work for pervasive real-time collaboration applioas. The
rest of the paper is organized as follows. Theigcture of
pervasive real-time collaboration systems is byieifh-
troduced in Section 2. In Section 3 we discussstmirity
requirements on the design of such systems. Nextxpiore
the applicability of security measures at the wasiprotocol

Real-time collaboration systems, such as instans- melayers to shielding pervasive real-time collabamatsystems
saging and video conferencing, agetting more and more in Section 4. Thereafter, Section 5 gives a detaile
popular due to their tremendous value in easing -comdescription of the proposed security frameworkfervasive
munication among people. The legacy real-time colcollaborations. Some final remarks conclude theepap

laboration systems rarely support mobile collabhorst So
users have to stay at a fixed location to commuaigéth

others. This limitation confines the wide use ofatmration

applications to a great extent. A newly emergirgndr in

real-time collaboration is the pervasive collabioratwhich

enables people to collaborate using any devicenwttine

and from any place. This enhances the productioity
people, since they are not bound to certain lonatand can
response immediately. The widespread availabilitythe

broadband wireless networks, e.g. the universalilmodie-

communication system (UMTS) [1] and wireless loasta
networks (WLANS) [2], the rapid proliferation of ihadheld
devices, such as personal digital assistants (PBAd)smart
phones, pave the way for pervasive real-time coliaon

applications.

Security is one of the major concerns for the uke o

pervasive collaboration applications, especiallybirsiness
settings, since the penalties for compromised cositean be
severe. Security is usually difficult to achieveaimpervasive
real-time collaboration environment due to the trogeneity
of networks and devices used. A pervasive colldtmra
application might run over the wired and wirelesskd

simultaneously. Wireless links are significantlyffelient

from wired ones in that they are more vulnerablattacks
due to the public accessibility of radio transnussiand they
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Il.  ARCHITECTURE OFCOLLABORATION SYSTEMS

Pervasive real-time collaboration systems shosldlile
to run across a variety of wired and wireless nekgjosuch
as digital subscriber line (DSL), UMTS, and WLAN.
Nowadays all networks tend to be converged at dteark
layer, i.e. they all support the same network protonamely
the IP protocol. This convergence makes a pervasive
collaboration possible, when the users are locatedhe
different networks. The proposed pervasive reagtim
collaboration system architecture is thereforethypon the
IP protocol stack. The protocol stack is depicte#igure 1.
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Figure 1. Protocol stack

The pervasive real-time collaboration system reside
the application layer. It is usually further divitiénto two
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sub-layers: the service sub-layer and the contidl media also in the intranet. It is a known fact that angfigant
processing sub-layer. The possible real-time cotlaiion = number of threats originate from insiders as ingidan [3].
services that the system can deliver, e.g. pressacaces, Group communicatiornt The security solution should
instant messaging, audio/video conferencing, apitin  be able to support secure group communication. dumr
sharing, are grouped into the service sub-layee ddntrol key management protocol rather than a two-party key
and media processing sub-layer represents the bhsiee  exchange protocol has to be applied for a secuoeipgr
real-time collaboration system. It consists of adme communication. Two-party key exchange protocolsless
processing and a control part. Video/audio data arappropriate for group communication because eadsage
digitalized and compressed in the media procegsangfor  sent to the group has to be separately encryptéu thve

an efficient transmission over the network. Thetadrpart  respective keys of the group members, n-4. encryptions

is composed of several essential control functiteexded by are required for am participants group. On the contrary,
collaboration services. Thaeer discovery serves to find the only one encryption is needed for forwarding a ragesto
contact address (usually IP address) of the intbpdetner the group, when a group key management protocol is
no matter which network he/she is located at. $émsion  deployed.

control deals with the establishment and release of No administrative overhead The membership com-
collaboration sessions. Tli@or control regulates the access position of a collaboration session differs fronssien to

to the shared resources to avoid race conditiobl@mts. The  session. It would raise an unbearable burden teystem
group management is responsible for the supervision of the administrator if he/she had to set up a correspandi
group composition and allows every participantearh the  security configuration for each collaboration sessiThus
current state of the membership in a collaborassion. the security configuration has to be set up by the

A pervasive real-time collaboration system can be,icinants themselves rather than by a dedicagteiork
created in two ways: aa client/server system or using a administrator

peer-to-peer (P.ZP) approach. The.proposed pervesale Internetworking roam: In a mobile environment users
time colla_borat|on system will be |mple_mented usingP may migrate from one network to another one, eanfa
technologies rather than as a client/server SYSeMyMTS network to a WLAN. User roaming shou’Id notskAi
cpn5|der|ng the drawbackg of chent/server_ systesush as additional costs for maintaining the security cgofation,
single point of the failure, high maintenance COSLi & the users can keep the security configuratimchanged
performance bottleneck. for secure collaborations even if they are roaming.
Real-time multimedia Multimedia communication re-
o ] presents an essential part in pervasive collatmrsti
As other secured applications a secure P2P peevas Therefore the security solution should protect oty the
collaboration system has to provide the known $diasic  control signal data but also the real-time multiraedata,
security services user authentication, i.e. new participants gych as audio and video data.
are only allowed to join a collaboration sessioteratheir Quality of service (Q0S):QoS is a critical requirement
claimed identities are verifieduthorization, i.e. users are for the real-time multimedia communication. The Idgpd

able to make authorization decisions to the incgmin secyrity solution should not pose a negative impacthe
invitations in order to block the unwanted commafian;  cgjjaboration QoS.

confidentiality, i.e., the content of a collaboration session is
only accessible to the current participanka integrity, i.e. IV. POSSIBLESECURITY SOLUTIONS

all messages exchanged in the collaboration sess®not The security measures could be applied to thereifte

altered dur:cngh transmission. Cilmg)sme.nng the de?b.md layers of the TCP/IP protocol stack for securingvpsive
structure tﬂ tt 'te per\_/gswe cg 31 oration syster%;?? collaborations. They may reside at data link laystwork
Services that it provides, an € roaming pos 0 layer, transport layer, or application layer. Ie tlollowing

users, a security solution should meet the follgwin we evaluate them according to the aforementionedrig
requirements additionally. requirements

End-to-end security: This is the deciding factor to de-
termine whether a security solution can be used foA. DataLink Layer Security

pervasive collaborations or not. The security sewican be The various access networks employ different sgcuri
provided in two fashions: end-to-end or end-to-gateand  measures to protect the upper layer data. The igecur

gateway-to-gateway approachnd-to-end security means  measyres used in DSL, WLAN and UMTS are briefly
that messages are delivered securely from the stwdeto  iniroduced respectively.

the receiver host and that they are not accessiblany 1) DS

intermediate node or server along the transmisgiatin. DSL makes full use of the legacy telephone line
End-to-gateway andgateway-to-gateway security mean that provide high-speed Internet access services. Hdiat-to-
messages are merely protected in the Internetewldly are  point protocol (PPP) [4] is used as the data link layer
transmitted in plaintext in the intranet. The gaagws the  protocol to transport the multi-protocol traffim@uding 1P

boundary between the Internet and the intrané.dbvious  affic) over the DSL links. The PPP protocol ifsgbes not
that a pervasive collaboration desires an end-tbsecurity

because security threats may occur not only inrmetebut

I1l.  SECURITY REQUIREMENTS
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provide any security functions. It relies on thdest two
protocols for its security.
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Figure 2. DSL connection

The PPRhallenge handshake authentication protocol [5]
authenticates the user at the ISP (Internet sepiriceider)
using a challenge/response scheme. d@feeyption control
protocol (ECP) [6] is responsible for configuring and
enabling data encryption algorithms on the poirpamt
link. The security measures applied to DSL onlyrgatee
the secure data delivery between the user andStevhile
the traffic between the ISP and thaternet is left
unencrypted. Moreover, the security solutions dbemsure
data integrity.

2) WLAN

WLANSs are mostly used in the infra-structure madd
provide a ubiquitous internet access for mobilesida this
mode, a WLAN is composed of nodes and the accedss po
as shown Figure 3. The access point acts as a aatew
access the Internet.
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Figure 3. WLAN structure

There are several security solutions to secuessage
transmission between nodes and access points. rigieab
IEEE 802.11 WLAN security mechanism is knowrVéised
Equivalent Privacy (WEP) [2]. WEP makes use of the RC4
stream cipher to encrypt the link traffic. It ladksegrity and
replay protection. Moreover, WEP is consideredragrsafe
scheme today, since it was completely broken inl2p a
key recovery attack [7].

WPA (WM-Fi Protected Access) overcomes the weak-
nesses of WEP by using the following measures. Th
802.1X authentication and key management [8] i use
enable authentication of individual devices andritigte
keys. WPA replaces the WEP encryption with TKI
(Temporal Key Integrity Protocol) which changes the way
RC4 keys are used and adds message integrity gy re
protection. However, WPA has still security flaecently
it was reported that TKIP is vulnerable to a kegeain
recovery attack [9].

P
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well

IEEE 802.11i [10] eliminates the weakness of WRA. |
adds a CTR (Counter) with the CBC-MAC protocol
(CCMP) that uses the AES block cipher standard for
encryption and integrity protection of the linkffra TKIP
and CCMP are both specified in IEEE 802.11i, buMPds
mandatory for use. All security protocols (WEP, WR#Ad
IEEE 802.11i) operate at the MAC layer to ensure
confidentiality and data integrity of the link tfiaf The
protection is confined to the radio links withirettVLAN,

i.e. links between nodes and access point.
3) UMTS

As shown in Figure 4, a UMTS network is usually
partitioned into two parts: the radio access néetward the
core network.
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Figure 4. UMTS protocol stack

The UMTS security specifications mainly concera th

security of the radio access network [11]. Theybémasers
to securely access a UMTS network by providinglihsic
security  services, such as user authentication,
confidentiality, and data integrity. The confidetity of the
data traffic between UEsU6er Equipment) and RNC
(Radio Network Controller) is protected at either MAC sub-
layer or RLC Radio Link Control) sub-layer. The integrity
of the network signaling data exchanged betweenabi&
RNC is ensured. But no integrity protection mechanis
suggested for the user data for performance rea3bisis
not a serious problem, when user data are real-time
multimedia data. But this may cause applicatiotufas,
when user data are the control data that are dltere
transition without detection. In the core netwddhTS has

efined the network domain security (NDS) whichieas
that network signaling exchanges are protectedinvitie
core network. However, user data in the UMTS core
network are left unencrypted. Considering the kit
security coverage (only within the radio accessvodt) as
as the limited security functionalities (only
authentication and confidentiality), we can coneltldat the
security provided by UMTS for user data is quitadeaquate



and higher layer security measures should be taken
protect user data.

4) Summary
It has shown that security solutions at diatalayer aim
at providing the secure network access for usene Je-
curity coverage of these solutions is confined imitthe
access network, i.e. from the user to the gatewmt t
connects to the Internet. This corresponds to the-te-
gateway security. We do not further examine whether
data link security can fulfil the other securitgyjprements of
pervasive collaborations or not, since it cannolvfgle end-
to-end security.

B. Network Layer Security

IPsec was designed to protect IP traffic betweea tw

nodes at the network level assuring data integédtyhen-
ticity, confidentiality, and anti-replay. It suppgsr two
security protocols: IFAuthentication Header (AH) [12] and
IP Encapsulating Security Payload (ESP) [13]. The
fundamental components of the IPsec security arctoite

protocol IKE is a two-party key exchange protocather
than a group key management protocol.

Heavy administrative overhead: The associated security
policies in SPD have to be manually configured le t
related IP nodes prior to the application of IPs€his
specific task requires some professional knowledgeut
security.

Difficulty to support internetworking roam: The use of
SPD and SAD is tightly bound with IP addressesaAsser
moves from one network to another, he/she may be
allocated a new IP address in the new network. The
configuration of the data bases SPD and SAD haketo
correspondingly changed due to the update of the IP
address. This poses a huge management burden folemo
users.

Degrading Quality of Service (QoS): Once IPsec is
applied to the IP packets, the integrity proteci®mlways
enabled because the ESP and the AH protocols bottdp
the integrity service. A single bit error in thecgat can
render the integrity check to fail, and the pactk®tbe
discarded in the IP layer. As a result, the Qo$eaf-time

are the security policy database (SPD), the sgcuritvideo/audio data may be degraded because an aid@io/v

association database (SAD), and the Internet kehange
protocol (IKE) [14], as shown in Figure 5.

Applications IKE @
TCP/UDP

P EIPsec(AH, ESP)

DSL WLAN UMTS

Figure 5. IPsec architee

IPsec can protect any kind of applications inalgdieal-
time pervasive collaboration, since it operategpahdently
of the upper transport layer protocols. HoweverselP
inherently possesses several disadvantages wheh fose
pervasive collaborations:

Difficulty to afford end-to-end security: IPsec operates in
the network layer which is the lowest layer to pdevend-
to-end security in theory, but it is rarely used énd-to-end
protection of applications in practice. This mainksults
from the limitations of IPsec policy mechanisms;tsas the
lack of expressive power in policy specificatiomsl anissing
application control over policies [15]. ThereforBskc is

mostly used to afford end-to-gateway and gateway-to

gateway security as shown in Figure 6.

Host

@™ IPsec tunnel

Site1 Plaintext

Site2

Figure 6. End-to-gateway and gateway-to-gatewayrggc
Inefficient group support: IPsec is inefficient in sup-

decoder is usually designed to be able to process a
incoming packets for a better quality, even if trentain
bit errors. This problem may be more serious inigeless
network environment due to its high bit error rate.

C. Transport Layer Security

Thetransport layer security TLS protocol [16] can be
used to protect any kind of applications that r¢di TCP at
the transport layer. TLS is mainly composed of tsut-
protocols: the TLS handshake protocol and the Técnd
protocol. TLS has several advantages over IPseenvths
used for pervasive collaboration. It always prositlee end-
to-end protection for applications. No administrati
overhead is raised by the use of TLS, since ihv®ked by
the upper layer applications on demand withoutrntéed of
a network administrator for security configuration.
Moreover, users do not need care about the security
configuration for a roam because the operationL@ & not
bound to a fixed IP address. However, there stiikte
problems for TLS, when it is used for pervasive
collaboration. These are:

Inefficient group communication: TLS is intended to
secure a two-party communication rather than gromp-
munication, i.e. no group key management protosol i
deployed.

No real-time multimedia support: Multimedia data are
mostly transmitted over the UDP protocol for itghner
throughput and lower latency compared to the TCES T
merely supports TCP based applications becausiesign
assumes that the underlying layer offers a reliadalesport
service. Thus TLS cannot be applied to the praiacof
real-time multimedia.

D. Application Layer Security

A secure application is an application that ects itself
without relying on lower layer security. This ishé®ved by

porting group communication because the key managem embedding security functions into the applicati®@P [17]
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for secure E-mail and Groove [18] for secure wogkspare

The security functions are grouped togetherotonfa

typical examples. Due to its embedded implemematiosecurity sub-layer placed at the bottom of the iappbn

security solutions can provide a more tailored gutibn
compared to those in the underlying layer. Morepwver
special administration support for configuring gystem is
required and no change

layer to provide the security services for the uppeb-
layers. The security functions needed for pervasive
collaboration include security policy management,

is needed for the securitguthorization, user authentication, group key mansmt,

configuration, when internetworking roam takes plac and data confidentiality/integrity, which are irdeaed next.

because its operation is independent of the uriderly
network infrastructure. To sum up, a security sohem

residing at the application layer can easier meetspecific
requirements of the application than schemes Idcat¢he
lower layers.

E. Comparison

The features of the security solutions introducegrievious
sections are summarized in Table I.

TABLE |.  COMPARISON OFSECURITY SOLUTIONS
Security Data link | Network | Transport [Application
requirements layer layer layer layer

security security security security
End-to-end X ? ~ ~
Security
Group — X = N
communication
No - X ~ ~
administrative
overhead
Internetworking — ? N ~
Roam
Real-time — ~ X ~
multimedia
QoS - X - ~

> Not support. —: No need to discuss. ?: Diffi¢alsupport.V: Support.
It shows that the higher layer the securibfuson

A. Security Policy Management

The security policy determines the protectievel of a
collaboration session and specifies the securigrdhms to
be applied. The main reason to introduce diversergg
levels into a collaboration system is thedllaboration
sessions may claim varying security demands teyseem.
For example, a business talk needs a high seclanisl,
while a teleseminar may not require any protectwrall.
Moreover, devices used by participants may haviereifit
processing capabilities due to the heterogeneitgesfices
so that the participants have to negotiate an apiate
security agreement to admit participants with adowower
device to the session.

B. User Authentication

User authentication ensures that the claimdedtities
presented in the collaboration session are authenti
Password based authentication and signature based
authentication are two most common used techniques:
Password based authentication works fine in client/server
environments where the server authenticates tleatsliby
using the clients’ passwords that are installethan server
in advance, but it is inappropriate for P2P systevhere
there exists no server centrally managing the pastsifor
the peers. Theaignature based authentication protocol is
designed on the basis of a digital signature. Tlaamant

_demonstrates the possession of its private keyidnirgy a

resides at, the more requirements raised by pemasimessage with it. The verifier can ascertain théitglof the

collaboration it can meet. Only application layecurity
offers a unique solution that entirely meets theusgy
requirements of pervasive collaborations.

V. A SECURITY FRAMEWORK

The security architecture of a pervasive raakti
collaboration system is depicted in Figure 7. laghieved
by integrating security functions into the collaftion
system introduced in Section II.
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Figure 7. Secusdtghitecture
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signature by using the respective public key of dlzémed

identity without relying on a central server. Thaignature
based authentication is well suited for P2P systdinis

worth noting that the signature based authentingiiotocol

relies on the certificates to obtain the autheptiblic keys
of partners. The certificates can be managed inwags:

centralized or decentralized scheme. The latter mvatches
the P2P communication model. But it is vulneraldettte

Sybil attacks [26], i.e. attackers can use diffeidentities

to join a collaboration session so that they mayagk be
present in the session although they are nevertethvi
Therefore a centralized certificate managementraehgich
as PKIl is preferred to be deployed for securitpoea

C. Authorization

Like VolP, real-time collaboration applications are
susceptible to spam attacks that malicious pacaesinitiate
unsolicited and unwanted communications to victifrtsere
are some mechanisms developed to counter agaiast sp
attacks in VolP systems [19]. These can be appied
pervasive real-time collaboration systems as wefirinciple.
The black and the white list that function as AGhscess
control list) to authorize the access to traditional computer



systems are the most used and effective counteumets
block the unwanted communications. Tiack list contains
a list of identities regarded as spammers. Thetdtions
originated from the users listing in the black liate
automatically rejected. In contrast, thite list is a list of
trusted users. The invitations originated fromukers listing
in the white list are always accepted. It is obsidbat user
authentication (i.e. verifying user identity) istprerequisite
to perform authorization.

D. Group Key Management

The group key management is the central comgdne
the whole security architecture, since the secuityall
applied cryptographic protocols or algorithms maingly
on the privacy of the used key. To be in line witie
decentralized nature of pervasive collaboratiortesys, a
decentralized group key protocol should be deplayeithe
security architecture. It has to meet a couplegid Isecurity
requirements like key authentication, forward aadkward
confidentiality, collusion freedom, and others.aldition, it

should be efficient enough to meet the performancéG]

requirements of pervasive real-time collaboratiddesveral
such kinds of protocols are available, such as TGRPH
and VTKD [21].

E. Data Confidentiality/Integrity

1) Data confidentiality
Efficient encryption algorithms should bemayed to
ensure data confidentiality, since mobile users rbay
joined in a collaboration session by using deviegh poor
computing capabilities. Recently some fast stregmhers
have emerged in the context of the eSTREAM prdj2z},

by pervasive real-time collaborations. Thereby waveh
proposed a security framework running in the apfihn
layer. The outstanding benefit of this scheme & thsers
can spontaneously set up a secure real-time coélibo
without caring about the security of the underlyimeworks.
This paper is a blueprint outlining how secure psive
collaboration systems can be constructed. The pedace
of the proposed scheme needs further studies.
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