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Abstract

In this paper, we look at identifying temporal differences
between different versions of Complex Real-Time Embed-
ded Systems (CRTES) by using timing traces representing
response times and execution times of tasks. In particular,
we are interested in being able to reason about whether a
particular change to CRTES will impact on their temporal
performance, which is difficult to answer due to the com-
plicated timing behavior such CRTES have. To be specific,
we first propose a sampling mechanism to eliminate depen-
dencies existing in tasks’ response time and execution time
data in the traces taken from CRTES, which makes any sta-
tistical inference in probability theory and statistics realis-
tic. Next, we use a mature statistical method, i.e., the non-
parametric two-sample Kolmogorov-Smirnov test, to assess
the possible temporal differences between different versions
of CRTES by using timing traces. Moreover, we introduce a
method of reducing the number of samples used in the anal-
ysis, while keeping the accuracy of analysis results. This is
not trivial, as collecting a large amount of samples in terms
of executing real systems is often costly. Our evaluation
using simulation models describing an industrial robotic
control system with complicated tasks’ timing behavior, in-
dicates that the proposed method can successfully identify
temporal differences between different versions of CRTES,
if there is any. Furthermore, our proposed method out-
performs the other statistical methods, e.g., bootstrap and
permutation tests, that are often widely used in contexts,
in terms of bearing on the accuracy of results when other
methods have failed.

1 Introduction

Many industrial embedded systems are becoming ever
larger, more flexible and highly configurable software sys-

tems, which often contain millions of lines of code and hun-
dreds of tasks. Furthermore, many tasks in such systems
have real-time constraints, and they are being triggered in
complex, nested patterns. In addition, the tasks’ intricate
temporal dependencies vary their execution time and re-
sponse time radically, and hence making systems’ timing
behavior quite complicated. Examples of such systems in-
clude the robotic control systems developed by ABB [1], as
well as several telecom systems. We refer to such systems
as Complex Real-Time Embedded Systems (CRTES).

To maintain, analyze and reuse CRTES is very impor-
tant, difficult and expensive, which, nonetheless, offers
high business value responding to great concern in indus-
try. More importantly, due to the fact that many changes
are made over years, as a consequence, the perspicuity of
CRTES decreases, i.e., it becomes increasingly harder to
predict whether a change, e.g., a new feature, will impact
not only functional behavior, but also temporal correctness
of the system. For instance, if the Worst-Case Execution
Times (WCETs) or priorities of some tasks in the system
have to be increased according to a certain requirement,
then the overall system timing behavior (including adher-
ing tasks’ execution time and response time) will be signif-
icantly different so that a more thorough re-verification or
regression testing of the system has to be done. Worse yet,
since the size of the source code of CRTES is usually quite
large, sometimes millions of lines of code, the complexity
of using static analysis techniques based on source code or
disassembly is far too great. To some degree, along with the
lines of protecting intellectual property pertaining to some
important parts of such CRTES, the companies owning such
code may not be willing to make the source code available
and public for researches conducted outside the company; it
may even not be allowed to disassemble the corresponding
object code. Enabling assessment of temporal differences
in CRTES is thereof a problem of high industrial relevance.

In this paper, rather than relying on the source code or



the disassembly, we aim at tackling with the above issue by
using timing traces taken from real systems, which can been
generated for instance by an instrumented program during
the test phase. For each such timing trace, the execution
time and response time of adhering tasks in the system dur-
ing runtime, are measured and recorded by using our pro-
posed sampling mechanism based on the Simple Random
Samples (SRS) technique [17]. It is interesting to notice
that there are different types of tracing mechanisms that po-
tentially can be used to generate and store a timing trace.
However, these techniques are not in the scope of this pa-
per, as in this work we assume that such timing traces exist,
and they are the valid1 inputs to our proposed method.

There has been a large body of work in the domain of
simulation model validation, e.g., [13, 15], which is quite
close to the research presented in this paper; these methods
are either objective or subjective. Objective methods, such
as statistical hypothesis testing, offers a framework which
compares a sample of observations taken from the original
system and the simulation model. In this paper, we con-
sider our particular research problem as a statistical prob-
lem, which can be solved by using existing mature meth-
ods in the field of statistical hypothesis testing. The bene-
fit is that such hypothesis testing is less dependent on do-
main expertise and hence less error-prone, when compared
to subjective methods, such as Face Validation and Graphi-
cal Comparisons [4].

Contributions: The main contribution of this paper is
how to perform an accurate analysis focusing on assess-
ment of temporal differences, with regard to both tasks’
execution time and response time, between different ver-
sions of CRTES, without their disassembly or source code.
This is done in terms of analyzing sampling distributions
of tasks’ Response Time (RT) and Execution Time (ET)
data in timing traces taken from CRTES using our pro-
posed algorithm based on the non-parametric two-sample
Kolmogorov-Smirnov test [12] (the two-sample KS test
hereafter). In addition, we also present the process of re-
ducing the number of samples used in the analysis, while
keeping the accuracy of analysis results. Such optimiza-
tion is necessary and meaningful, since collecting analysis
samples in terms of executing industrial-size CRTES is usu-
ally costly. Moreover, our proposed method is evaluated
and compared with other non-parametric statistical hypoth-
esis tests including the ones that have been widely used in
contexts (e.g., resampling methods [21]), by using an eval-
uation framework consisting of a set of simulation models
inspired by an industrial robotic control system. The results
indicate that our proposed method can successfully iden-
tify the temporal differences existing in different versions
of CRTES, especially when other statistical methods either

1Such timing traces used in our analysis should NOT contain some
invalid data caused by hardware or software errors in the system.

failed, or cannot be properly applied.
Organization: Section 2 introduces a simulation frame-

work for modeling and timing analysis of CRTES, and
gives descriptive statistics of the RT and ET data of tasks
in the traces taken from an example of CRTES, as well
as the problem formulation being defined in the same sec-
tion. Next, Section 3 first presents a sampling mechanism to
eliminate dependencies existing in timing data in traces, and
then introduces the feasibility of using different statistical
methods, including parametric and non-parametric ones, in
the context of analyzing the sampled traces, and finally out-
lines our proposed algorithm TTVal which is based on the
two-sample KS test. The evaluation framework and the cor-
responding results, and the related work appear in Section 4
and Section 5 respectively, before conclusions are drawn in
Section 6.

2 Modeling and Timing Analysis of CRTES

This section is split into three parts: Section 2.1 presents
the RTSSim simulation framework for modeling and tim-
ing analysis of CRTES, which is mainly for the evaluation
purpose in this work, Section 2.2 introduces the descriptive
statistics of timing data in the traces taken from an example
of CRTES, and finally, Section 2.3 gives the problem defi-
nition together with non-traditional hypotheses used in our
work.

2.1 Simulation of CRTES

The target CRTES are described by the modeling lan-
guage in RTSSim simulation framework [11], which al-
lows for simulating system models containing detailed in-
tricate execution dependencies between tasks, such as asyn-
chronous message-passing, globally shared state variables,
and runtime changeability of priority and period of tasks.
In RTSSim, the system consists of a set of tasks, sharing a
single processor. RTSSim provides typical RTOS services,
such as Fixed Priority Preemptive Scheduling (FPPS), Inter-
Process Communication (IPC) via message queues and syn-
chronization (semaphores). The tasks in a model are de-
scribed using C functions, which during simulation are
called by the RTSSim framework. All time-related oper-
ations in RTSSim, such as timeouts and activation of time-
triggered tasks, are driven by the simulation clock, which
makes the simulation result independent of process schedul-
ing and performance of the analysis PC. The response time
and execution time of tasks are measured whenever the
scheduler is invoked, which happens for example at IPC,
task switches, operations on semaphores, task activations
and when tasks end, etc. This, together with the simulation
clock behavior, guarantees that the measured response time
and execution time are exact.



In RTSSim, a task may not be released for execution un-
til a certain non-negative time (the offset) has elapsed af-
ter the arrival of the activating event. Each task also has
a period, a maximum arrival jitter, and a priority. Periods
and priorities can be changed at any time by any task dur-
ing simulation, and offset and jitter can be smaller, equal or
larger than the period. Tasks with equal priorities are served
on a first come first served basis.

2.2 Descriptive Statistics of Timing Data in Traces
Taken From An Example of CRTES

In this work, for the evaluation purpose, we will use the
model Model 1 in Section 4.1, which is manually designed
to contain similar modeling and analysis challenges as an
example of CRTES, i.e., a real industrial robotic control sys-
tem developed by ABB, which contains intricate temporal
dependencies between tasks. Further, due to the existence
of intricate task execution dependencies in Model 1, an up-
coming RT data may not be independent with the RT data
previously recorded at each simulation run. The same prob-
lem happens for ET data. We refer to such RT and ET data
as raw RT and ET data of tasks hereafter. More impor-
tantly, outliers existing in raw RT and ET data of all tasks
cannot be removed since they are not caused by system er-
rors or hardware failures. The definition of such outliers
referred in this work is introduced as follows: A RT or ET
datum beyond an outer fence [18] is considered as (extreme)
outlier. For the sake of space, Table 1 only shows the nu-
merical summary of the center and the spread (or variabil-
ity) of sampling distributions of the raw RT and ET data
of the CTRL task (which has the most complicated tempo-
ral behavior among all tasks) in Model 1, where X, Y, Std.
Dev, Q1 and Q3 represents response time, execution time,
standard deviation, first quartile and third quartile of the
sampling distribution respectively. The presence of outliers
leads us to consider using the five-number summary intro-
duced in [17] consisting of Min, Q1, Median, Q3 and Max
to Table 1. Concerning outliers, by using the definitions
given in [18], inner fences and outer fences for raw RT and
ET data of the CTRL task are also shown in Table 1, where
LIF, UIF, LOF and UOF represent lower inner fence (i.e.,
Q1−1.5× IQ), upper inner fence (i.e., Q3+1.5× IQ), lower
outer fence (i.e., Q1 − 3 × IQ) and upper outer fence (i.e.,
Q3 + 3 × IQ) respectively. Note that IQ = Q3 − Q1.

Furthermore, the Probability Density Function (PDF)
histograms of the sampling distributions of raw RT and ET
data of the CTRL task, given a large2 number at sample
data, are shown in Figure 1 respectively. Note that the out-
liers in the picture are not clearly visible, though in fact,

2By running one simulation for the time up to the upper bound of the
RTSSim simulation time, i.e., 231 − 1, we have collected 199 990 samples
of raw RT and ET data of the CTRL task.

they exist in the range of [4 574, 6 829] (for the RT sam-
pling distribution) and [3 074, 5 324] (for the ET sampling
distribution).

Figure 1. The Probability Density Function (PDF) his-
tograms of raw RT data (on the upper part) and raw ET data
(on the lower part) of sampling distributions of the CTRL
task in Model 1.

In the conventional statistical procedure (paramet-
ric test), e.g., t-test, z-test and analysis of variance
(ANOVA) [23], one important assumption is that the un-
derlying population is assumed to follow a normal distribu-
tion. However, such an assumption cannot be made in our
case, since the sampling distribution of either raw RT data
or raw ET data of all tasks is often clearly conforming to
a multi-modal distribution having several peaks (consider
Figure 1 as examples). Specifically, because of such dis-
tinctive feature of our target CRTES, it is difficult to bring
conventional statistical methods into the context. More im-
portantly, due to the dependencies existing in both tasks’ RT
and ET data, a new way of constructing the sampling dis-
tributions of such tasks’ timing data is necessary, and hence
has to be introduced, in order to fulfill the basic assump-
tion Independent and Identically Distributed (i.i.d.) in any
statistical inference in probability theory and statistics. We
will introduce the i.i.d. assumption together with our pro-
posed sampling mechanism in Section 3.1.



Table 1. Descriptive statistics of sampling distributions of raw RT and ET data of the CTRL task in the evaluation of Model 1 with
the same simulation trace.

Samples Mean Std. Dev Min Q1 Median Q3 Max LIF UIF LOF UOF

XCTRL 199 990 1 967.3 389.98 1 024 1 594 1 919 2 339 6 829 476.5 3 456.5 -641 4 574

YCTRL 199 990 1 534.4 276.86 1 024 1 274 1 574 1 724 5 324 599 2 399 -76 3 074

2.3 Problem Formulation

We are given two versions of CRTES, S and S
′

which
represent the original system and the changed system re-
spectively. Further, each system contains a task set Γ which
has the same number of tasks, i.e., n, where n ∈ N. Let Xτk ,
X
′
τk

, and Yτk , Y
′
τk

, denote sampling distributions drawn from
underlying populations of RT and ET data of the same task
τk in both S and S

′
separately, where 1 ≤ k ≤ n. The goal of

the problem is then to find: whether each paired 〈Xτk , X
′
τk
〉,

and 〈Yτk , Y
′
τk
〉 are significantly different, or if they can be

considered statistically equal (i.e., from the same popula-
tion), at the certain significance level [17]. More typically,
in this work, the significance level of a test is such that the
probability of mistakenly rejecting the null hypothesis is no
more than the stated probability, i.e., α = 0.05 which is
a typical value and based on preliminary assessments pro-
vides appropriate results [22]. In addition, as introduced in
[16] and [14], we will use different hypotheses against the
ones in the traditional hypothesis tests, i.e., the traditional
null hypothesis should be reversed. The hypotheses used in
this work can be formally introduced as follows:

• H0: There are significant differences between different
versions of CRTES, at the significance level α = 0.05,
from the perspective of response time and execution
time distributions of the adhering tasks.

• Ha: There are no significant differences between dif-
ferent versions of CRTES, at the significance level
α = 0.05, from the perspective of response time and
execution time distributions of the adhering tasks.

3 Assessment of Temporal Differences in
CRTES by Using Timing Traces

This section presents our proposed method of assessing
temporal differences between different versions of CRTES
by using the two-sample KS test. Section 3.1 first shows
our proposed sampling mechanism used to eliminate depen-
dencies existing in timing traces taken from CRTES, which
is necessary to be done before any statistical methods are
used. Section 3.2 introduces the feasibility of using dif-
ferent parametric and non-parametric statistical hypothesis

tests in our research context. Finally, Section 3.3 and Sec-
tion 3.4 introduce our proposed algorithm and the method
of reducing the number of samples in our analysis while
keeping the accuracy of analysis results, respectively.

3.1 The Sampling Mechanism

First, in order to eliminate bias on the sampling, which
is a key issue of selecting samples from the population of
all individuals concerning the desired information, the tech-
nique of Simple Random Samples (SRS) [17] is adopted.
The SRS gives every possible sample of a given size the
same chance to be chosen. Practically, when such samples
are taken from real systems, the SRS can be done by ran-
domizing system inputs by using the uniform distribution.
Secondly, we propose a sampling mechanism which first ex-
ecutes the real system for N times (i.e., N sub-timing traces)
based on the SRS technique, and each of sub-timing traces
contains m raw RT and m raw ET data for every adhering
task. Next, per sub-timing trace, the highest value of raw RT
data and raw ET data for each task recorded, will be cho-
sen as the sample to construct the new sampling distribu-
tions of the RT and ET data of the same task to be analyzed
by our proposed algorithm (to be introduce in Section 3.3).
Furthermore, since there are no dependencies between any
maximum of the RT and ET data of tasks from two inde-
pendent sub-timing traces, as a result, each individual in
the new reconstructed sampling distributions consisting of
such sub-timing traces can be considered to have the same
probability distribution as the other individuals, and all the
individuals are mutually independent. Hence, the underly-
ing assumption i.i.d. is realistic and satisfied when the new
reconstructed sampling distributions are used in the statis-
tical inference. Refer to Figure 2 as examples about the
PDF histograms of the RT and ET data of new sampling
distributions of the CTRL task in Model 1 respectively. It
is worth noting that Figure 1 shows the PDF histogram of
the original (raw) RT and ET data of the CTRL task based
on 199 990 samples obtained by executing a single run of
the Model 1, while Figure 2 displays the PDF histogram of
the new reconstructed RT and ET data of the CTRL task
consisting of a maximum of 20 000 sub-timing traces.

Nonetheless, as shown in Figure 2 clearly, the new re-
constructed sampling distributions of the RT and ET data of



Figure 2. The PDF histograms of the RT (on the upper
part) and ET (on the lower part) data of new sampling dis-
tributions of the CTRL task in Model 1.

the CTRL task is either positive skewed (i.e., the right tail
is longer), or a multimodal distribution with outliers, which
makes the assumption required by the conventional statisti-
cal methods, i.e., normality of distributions, not be satisfied.
Hence, a parametric test cannot be reasonably applied in
this work, and we therefore consider using non-parametric
statistical methods, which are making no assumptions on
the underlying population from which a sampling distribu-
tion is drawn. Looking at potential non-parametric statisti-
cal hypothesis tests, we have several candidates, including
resampling methods (i.e., bootstrap and permutation tests),
the χ2 test, the Wilcoxon-Mann-Whitney test, and the two-
sample KS test. In Section 3.2 we will discuss the feasibility
of using these methods in our context.

3.2 The Feasibility of Using Statistical Methods in
Timing Analysis of CRTES

3.2.1 Parametric Statistics

In order to determine if the conventional statistical proce-
dure (parametric test), e.g., t-test, z-test and ANOVA, can

be used to infer valid parameters of tasks’ RT and ET data
sampling distributions, it first needs to be checked whether
the values conform to a normal distribution. In this work,
we have performed this investigation by using a commer-
cial statistic analysis software EasyFit [7], according to the
results given by a Goodness of Fit (GOF) test, i.e., Chi-
squared test [5] at α-value of 0.05. The results show that,
for example, the new sampling distributions of RT and ET
data of the CTRL task, which is the task with the most com-
plicated timing behavior (i.e., the most interesting task) in
the Model 1, do not conform to any of the 65 known distri-
butions in [7], e.g., Normal, Uniform, Student’s t, Lognor-
mal etc. Hence, we conclude that parametric tests cannot be
reasonably applied in this work, and we thereby consider
to use non-parametric hypothesis tests which make no as-
sumptions on the underlying population of a sampling dis-
tribution.

3.2.2 Resampling Methods

Without relying on the assumption on the normality of both
underlying populations, the methods bootstrap and permu-
tation tests are widely used to compare if two sampling dis-
tributions are from the same populations or not. The ba-
sic idea of resampling methods is to find out if its sam-
pling distribution, at least approximately, from the origi-
nal samples represent the population from which they were
drawn [17]. Thus, resamples with or without replacement3

from the original samples represent the underlying popula-
tion if many samples are taken from the population. Con-
sequently, the resampling distribution of a statistic (such as
mean, median) represents the sampling distribution of the
statistic, can thus be used to compare the statistics of the
underlying populations. In this work, we compare both the
mean and the median of resampling distributions of RT and
ET data of all tasks in both different versions of CRTES, i.e.,
S and S

′
, at the significance level α = 0.05. The outline of

the algorithm is shown as follows.

• Resampling: For each task τk in the task set Γ, two
RT sampling distributions (i.e., Xτk and X

′
τk

) and two
ET sampling distributions (i.e., Yτk and Y

′
τk

) of task τk

in both of the original system S (to which there are no
changes applied) and the changed system S

′
are con-

structed in the way introduced in Section 3.1. More-
over, it is necessary to calculate the differences be-
tween either the mean or the median of RT sampling
distributions Xτk and X

′
τk

(i.e., Xdi f f
τk

) and ET sampling

distributions Yτk and Y
′
τk

(i.e., Ydi f f
τk

).

3Sampling with replacement means that after an observation from the
original samples is randomly drawn, it will be placed back before drawing
the next observation. While Sampling without replacement means that next
time drawing will be done without putting the previous observation back.



• Bootstrap or permutation distributions:
Xdi f f ′
τk
, Ydi f f ′
τk

i) Draw two RT resamples Xbootstrap
τk,l

(for the system

S ) and Xbootstrap′
τk ,l

(for the changed system S
′
) with re-

placement (for bootstrap) or without replacement (for
permutation test), from the RT sampling distributions
Xτk , X

′
τk

being constructed at the previous step. The
same actions are taken for ET resampling data of task
τk.

ii) Compute the statistic, i.e., the difference between ei-
ther the mean or the median of Xbootstrap

τk ,l
and Xbootstrap′

τk ,l
,

as well as Ybootstrap
τk ,l

and Ybootstrap′
τk ,l

.

iii) Repeat this sub-process for 10 000 iterations, giv-
ing more accurate results than the number of iterations
which is usually adopted, i.e., 1 000.

• Hypothesis testing conclusion:

i) For each task τk in the task set Γ, the corresponding
P values of bootstrap or permutation test distributions
Xdi f f ′
τk
, Ydi f f ′
τk

(i.e., Px and Py respectively), are calcu-
lated to decide if the observed difference between the
sample means or medians is large enough to reject the
null hypothesis H0, i.e., probability value of the num-
ber of samples in bootstrap or permutation test distri-
butions Xdi f f ′

τk
, Ydi f f ′
τk

that are larger than the observed
mean or median difference, i.e., Xdi f f

τk
, Ydi f f
τk

.

ii) Draw the conclusion that H0
4 cannot be rejected if

Px or Py is larger than 0.05 (i.e., the significance level
α = 0.05); otherwise Ha will be drawn.

However, both bootstrap and permutation tests failed in,
for instance, identifying temporal differences existing in
both the system S and the changed system S

′
concerning

Case 4-1 (of which the brief scenario description is shown
in Table 4) in our evaluation framework.

3.2.3 The χ2 Test, WMW Test and Two-sample KS Test

In the domain of non-parametric statistical hypothesis
tests, except for the resampling methods (introduced in
the previous section), there are a few other methods such
as Chi-squared test, Wilcoxon-Mann-Whitney test [25],
Kolmogorov-Smirnov test (the χ2 test, the WMW test and
the two-sample KS test respectively, hereafter), which are
often used in identifying differences between two sampling
distributions. The χ2 test, in which the expected frequen-
cies of samples in the underlying population are compared
to the observed frequencies of samples in the sampling dis-
tribution. Such expected frequencies are made subjectively,

4H0: There is no difference between the system S and the changed
system S

′
from the perspective of the adhering tasks’ RT and ET. Ha is

opposite to H0.

in terms of being either hypothesized as all equal or on the
basis to some priori knowledge or experience. However, in
the case of timing analysis for CRTES, it is either too sub-
jective to support such a hypothesis, or not accurate enough
due to limited a priori knowledge of the complicated tasks’
runtime behavior caused by intricate task execution depen-
dencies. The χ2 test is not feasible to be applied in this work
thereof.

Concerning the WMW test, it cannot compare the vari-
ability of two sampling distributions, as it in fact compares
the ranks of two samples by computing the ranks of two
samples in the grouped sampling distribution. Therefore,
the WMW test may fail in comparing two sampling distri-
butions taken from two multi-modal distributions which are
with identical mean but different variances: the WMW test
will draw a conclusion that they are the same, but actually
they are not. So the WMW test cannot be applied to our
context neither.

The two-sample KS test uses the maximum vertical de-
viation between the two Cumulative Fraction Plot (CFP)
curves5 as the statistic D, to which the corresponding P
value will suggest that if there is a significant difference or
not. Specifically, the two-sample KS test does not limit it-
self to the location, and it can take into account more infor-
mation, such as the variability. Hence, the two-sample KS
test does not have the above issues raised by the χ2 test and
the WMW test, and it is also widely used in both academia
research and industrial application. We therefore adopt the
two-sample KS test at the confidence level 95% which is
corresponding to the significance level α = 0.05 (i.e., a typ-
ical value and based on preliminary assessments provides
appropriate results [22]) in this work, and the correspond-
ing hypotheses are as follows:

• H0,ks: There is no significant difference between two
different versions of the target system in the view of
response time and execution time distributions of the
task on focus.

• Ha,ks: There is a significant difference between two dif-
ferent versions of the target system in the view of re-
sponse time and execution time distributions of the task
on focus.

3.3 TTVal

The proposed method TTVal is shown in Algorithm 1.
The algorithm returns the result given by the two-sample
KS test, i.e., if there exists a statistically significant differ-
ence between the original system S and the changed system

5CFP curves are a graphical display of how the data in each sampling
distribution is distributed. Figure 3 shows two examples that use the two-
sample KS test to identify differences between two sampling distributions
separately.



Figure 3. The upper sub-figure demonstrates that the two-
sample KS test finds no significant difference between two
sampling distributions. The lower sub-figure shows that the
two-sample KS test does find a significant difference be-
tween the two sampling distributions. Moreover, all hy-
pothesis tests are supported with the significance level of
α = 0.05.

S
′
, in the view of system timing properties such as the ad-

hering tasks’ response time and execution time. For both of
the original system S and the changed system S

′
, the tasks’

RT and ET data sampling distributions used in the analysis
are collected by using our proposed sampling mechanism
(as introduced in Section 3.1) based on the SRS, of which
implementation in Algorithm 1 is corresponding to lines 1
to 16. In addition, the SRS is implemented as a function
SRS, with three parameters: m - the number of samples in
each task’s timing trace, τk - a specific task in CRTES, and
Property - either RT or ET of the task τk. The outline of the
algorithm is as follows:

• Construct sampling distributions of N RT and ET data
of all tasks in both S and S

′
by using our proposed

sampling mechanism, i.e., executing the target CRTES
for N times by using SRS, and then choosing the maxi-
mum of the RT and ET values per each run to construct
the new RT and ET sampling distributions for analysis
respectively (refer to lines 1 to 16 in Algorithm 1). It is
interesting to stress that to our experience, when N is

equal to 20 000, any two of the timing traces collected
by using our proposed sampling mechanism, for the
same system, are not significantly different with each
other based around the two-sample KS test.

• Use the two-sample KS test to compare if sampling
distributions of RT and ET data of each task τk in both
S and S

′
are statistically significant iteratively. If for

any task τk, the result given by the two-sample KS test
draws the conclusion H0 (as introduced in Section 2.3),
then the algorithm will consider that there are tempo-
ral differences between S and S

′
with regard to tasks’

RT and ET data, and the entire process will stop; oth-
erwise, the entire process will not terminate until all
tasks are evaluated by the two-sample KS test (refer to
lines 18 to 33 in Algorithm 1). In practice, the two-
sample KS test is conducted by using a commercial
software XLSTAT [26], which is a plug-in to EXCEL.

Algorithm 1 TTVal(Γ)
1: for all τk such that 1 ≤ k ≤ n in Γ in both S and S

′
do

2: for all i such that 1 ≤ i ≤ N do
3: Xi ← xi,1, ..., xi, j , ..., xi,m ← S RS (m, τk ,RT )
4: Xτk ,i ← MAX(Xi)
5: Yi ← yi,1, ..., yi, j, ..., yi,m ← S RS (m, τk ,ET )
6: Yτk ,i ← MAX(Yi)

7: X
′
i ← x

′
i,1, ..., x

′
i, j, ..., x

′
i,m ← S RS (m, τk ,RT )

8: X
′
τk ,i
← MAX(X

′
i )

9: Y
′
i ← y

′
i,1, ..., y

′
i, j , ..., y

′
i,m ← S RS (m, τk , ET )

10: Y
′
τk ,i
← MAX(Y

′
i )

11: end for
12: Xτk ← Xτk ,1, ...,Xτk ,i , ...,Xτk ,N
13: Yτk ← Yτk ,1, ...,Yτk ,i , ...,Yτk ,N
14: X

′
τk
← X

′
τk ,1
, ...,X

′
τk ,i
, ...,X

′
τk ,N

15: Y
′
τk
← Y

′
τk ,1
, ...,Y

′
τk ,i
, ...,Y

′
τk ,N

16: end for
17: ret ← 0
18: for all τk such that 1 ≤ k ≤ n in Γ in both S and S

′
do

19: ret ← kstest(Xτk ,Xτ′
k
, α)

20: if ret = Ha then
21: ret ← Ha
22: else
23: ret ← H0

24: return ret
25: end if
26: ret ← kstest(Yτk ,Yτ′

k
, α)

27: if ret = Ha then
28: ret ← Ha
29: else
30: ret ← H0

31: return ret
32: end if
33: end for
34: return ret

3.4 A Method of Reducing Sample Size N

In [20], the rational way to choose a sample size is in-
troduced by weighing the benefits in information against
the cost of increasing the sample size. In our context, the
benefit is to obtain the correct validation results given by
the proposed method, and the cost is the number of timing



traces N in the analysis. We will illustrate the idea by re-
ferring to a concrete example shown in Table 2 using Case
3 in Table 4. According to our reasoning, when N is equal
to 20 000, TTVal can give the correct result H0 as shown at
Step 1 in Table 2. In Column Accuracy in Table 2,

√
rep-

resents the result given by TTVal is correct when N is equal
to the certain value, while × denotes the opposite situation.
Further, we decrease the number of N by four times, ac-
cording to the important rule of thumb: To cut the error in
half, the sample size must be quadruple. Therefore, at Step

2, N is set to 5 000 (i.e.,

⌈
20 000

4

⌉
). The results given by

TTVal are not wrong until when N is equal to 79 at Step 5.
Consequently, the value of N can be safely reduced to 313
at Step 4, meanwhile keeping the accuracy of analysis re-
sults. It is worth noting that the value of N could be further
optimized by using for instance a lower-part binary search
algorithm [6].

Table 2. Illustration of reducing the number of sam-
ples (per timing trace) required by the proposed algorithm
TTVal.

Step N Accuracy Step N Accuracy
1 20000

√
4 313

√
2 5000

√
5 79 ×

3 1250
√

6 20 ×

4 Evaluation

In this section, we first introduce the evaluation mod-
els inspired by an example of CRTES, i.e., a real industrial
control system. Then we give the description of change sce-
narios and the expected results, and finally, we show that
our proposed algorithm TTVal can obtain accurate analysis
results at the confidence level 95%, which is equal to the
significance level 5%, representing the probability of mis-
takenly rejecting the null hypothesis in the two-sample KS
test is no more than 5%, when it is true.

4.1 The Evaluation Models

We examine the idea by using a simulation model
Model 1 describing a fictive, representative industrial
robotic control system developed by one of our industrial
partners. It is designed to include some behavioral mecha-
nisms from the industrial robotic control system: 1) Tasks
with intricate dependencies in temporal behavior due to
Inter-Process Communication (IPC) and globally shared
state variables; 2) The use of buffered message queues
for IPC, which vary the execution time of tasks dramat-
ically; 3) Although FPPS is used as base, one task, i.e.,

the CTRL task, changes its priority during runtime, in re-
sponse to system events. The details of Model 1 are de-
scribed in [11]. Further, the tasks and task parameters in
both Model 1 and a set of variations of Model 16 are pre-
sented in Table 3, where DUMMY H, PLAN H, CTRL H,
CTRL L, DUMMY L, PLAN O and PLAN L represent the
DUMMY task with the priority 1, the PLAN task with the
priority 3, the CTRL task with the priority 4, the CTRL task
with the priority 6, the DUMMY task with the priority 7,
and the PLAN task with the priority 9 respectively. Note
that the lower numbered priority is more significant, i.e., 0
stands for the highest priority. The time unit in Table 3 is a
simulation time unit (tu). Moreover, Row Case in the table
denotes in which case or cases a specific task exists. For
example, the DUMMY task only exists in Case 5 and Case
6. “−” represents the task appears in all cases.

4.2 Change Scenarios and Evaluation Results

Model 1 is considered as the original system S , and a
set of variations S

′
(as shown in Table 4) are considered

as changed systems. The description of the change scenar-
ios and the corresponding Expected Results (ERs) are in-
troduced as follows. In addition, the ERs are expressed in
terms of using the hypotheses in our hypothesis test as in-
troduced in Section 2.3, which are opposite to the ones in
the traditional hypothesis test.

• Case 1: The execution time of the IO task is doubled,
i.e., from 23 to 46 tu. Furthermore, due to that the IO
task has a higher priority than the CTRL and PLAN
task, therefore the ET and RT of not only the CTRL,
PLAN task, but also the IO task itself will be changed.
Thus H0 is the expected result, i.e., there are significant
differences between the S and S

′
at the significance

level α = 0.05, from the perspective of response time
and execution time distributions of adhering tasks.

• Case 2: When the priority of the PLAN task is lowered
in Case 2-1, the ET and RT of other tasks will not be
impacted because the priority of the PLAN task is the
lowest among all tasks in the model. Consequently, the
expected result is Ha. However, concerning Case 2-2
that the priority of the PLAN task is prompted to be
higher than any other tasks except for the DRIVE task,
then the ET and RT of other tasks will be changed.
Furthermore, since the DRIVE task is released with an
offset (i.e., 12 000 tu) which is longer than its period
(i.e., 2 000 tu), its ET and RT might also be impacted.
Thereby, the corresponding expected result is H0.

• Case 3: When the period of the PLAN task which is the
lowest priority task in the system is increased, the ET

6Such variations of the Model 1 are derived after the certain type of
changes [24] is applied to the Model 1.



Table 3. Tasks and task parameters in evaluation models. 0 stands for the highest priority.
DUMMY H DRIVE PLAN H CTRL H IO CTRL L DUMMY L PLAN O PLAN L

Priority 1 2 3 4 5 6 7 8 9

Period (tu) 5 000 or 10 000 2 000 40 000 20 000 5 000 10 000 5 000 40 000 40 000

Offset (tu) 0 12 000 0 0 500 0 0 0 0

Case 5, 6 – 2-2 – – – 4-1, 4-2, 6 – 2-1

and RT of all the tasks are not supposed to be affected
at all, therefore the expected result is Ha.

• Case 4: When there is a DUMMY task (refer to as
DUMMY L in Table 3) added to Model 1, with differ-
ent execution times and priorities that are lower than
any other tasks, except for the PLAN task in the sys-
tem. Consequently, only the ET or RT of the PLAN
task might be affected after the change. Therefore H0

is expected to be drawn.

• Case 5: When increasing the priority of the DUMMY
task to be higher than all other tasks in the system
model, for instance the ET and RT of the CTRL and
PLAN task are supposed to be changed. Correspond-
ingly, H0 is supposed to be drawn. Further, the ET of
the DUMMY task is too short to give impact on the ET
and RT of the DRIVE and IO task.

• Case 6: When the priority of the DUMMY task is low-
ered to be the one which is higher than any other tasks
except for the PLAN task, then only the ET or RT of
the PLAN task is supposed to be affected, therefore the
expected result is H0.

In Table 4, � means that the analysis result given by
TTVal at the confidence level 95% conforms to the cor-
responding known expected result; × will be given other-
wise. Further, as shown in Columns TTVal, ER, Accuracy
and Confidence Level in Table 47, clearly, the results given
by our proposed method TTVal at the confidence level 95%
are in line with the expected results. This indicates that our
proposed method can be used to successfully identify the
temporal differences between different versions of CRTES
based on using timing traces. This is helpful and meaning-
ful for engineers to predict if the temporal changes made
during the years of maintenance for CRTES will impact on
the system’s overall performance from the perspective of
the adhering tasks’ response time and execution time. Tra-
ditionally, such prediction is difficult to be made, due to
the complicated system’s timing behavior which usually not
only makes many of the existing statistical methods fail, but
also drives the subjective methods to be infeasible in such

7In addition, the listing order of such columns is the same as the listing
order in Table 4.

context since the number of scenarios is too large to be prac-
tically considered. It is interesting to note that the reasons
for why other parametric and non-parametric statistics can-
not be applied to the context of our research have been out-
lined in details, in Section 3.2.

5 Related work

This section reviews the work that are not mentioned in
previous sections, but related. In [2] Andersson presents the
notion of model equivalence based on observable property
equivalence which is used to compare results of a model and
an actual system. Kleijnen [10] presents work about valida-
tion on trace-driven simulation models using bootstrap test
on simulation sub-runs. However, it seems that there are no
outliers existing in the sampling distributions used in their
analysis. Moreover, the system and simulation models in
their work are much less complex than the system models
we are using, of which samples distributions used in the
analysis are multi-modal distributions, due to the adhering
intricate task temporal dependencies. The key innovation
that equivalence testing [19] relies upon is the subjective
choice of a region within which differences between test
and reference data are considered negligible. For example,
a region of indifference might be nominated to be ±20%
of the standard deviation, which introduces a measure of
subjectivity and hence cannot be reasonably applied in our
case where there are many outliers existing in the samples.
Huselius [9] presents the work about the automated valida-
tion of models extracted from real-time systems by check-
ing if the model can generate the same event sequences as
the recorded event sequences from the system using a model
checker.

6 Conclusions and Future Work

To predict if changes applied to Complex Real-Time
Embedded Systems (CRTES) would impact on the overall
systems’ temporal behavior is an area of interest, both in
academia and in industry. This paper has presented our
work on tackling the above issue by using existing mature
statistical methods together with timing traces taken from
real systems, which is a good approach not limited by sys-
tem source code being withheld or restrictions in that the



Table 4. Results obtained by using TTVal concerning different models according to change scenarios, and the Expected Results
(ER).

Cases S
′

Changes Description RTDR ETDR RTIO ETIO RTCT ETCT RTPL ETPL TTVal Confidence Level ER Accuracy

Case 1 IO: C 23 → 46 Ha Ha H0 H0 H0 H0 H0 H0 H0 95% H0 �
Case 2-1 PLAN: Prio 8→ 9 Ha Ha Ha Ha Ha Ha Ha Ha Ha 95% Ha �
Case 2-2 PLAN: Prio 8→ 3 H0 H0 H0 H0 H0 H0 H0 H0 H0 95% H0 �
Case 3 PLAN: T 40 000→ 80 000 Ha Ha Ha Ha Ha Ha Ha Ha Ha 95% Ha �

Case 4-1 DUMMY: Prio = 7, T = 5 000, C = 25 Ha Ha Ha Ha Ha Ha H0 Ha H0 95% H0 �
Case 4-2 DUMMY: Prio = 7, T = 5 000, C = 50 Ha Ha Ha Ha Ha Ha H0 Ha H0 95% H0 �
Case 5 DUMMY: Prio = 1, T = 5 000, C = 25 Ha Ha Ha Ha H0 H0 H0 H0 H0 95% H0 �
Case 6 DUMMY: Prio = 1, T = 10 000, C = 50 Ha Ha Ha Ha H0 H0 H0 H0 H0 95% H0 �

relocatable object code cannot be disassembled in order to
protect intellectual property. Our evaluation using a num-
ber of simulation models inspired by an example of CRTES,
i.e., an industrial robotic control system, shows that the re-
sults given by our proposed method are in line with the ex-
pected results. This also indicates that the proposed method
can successfully identify temporal differences between dif-
ferent versions of CRTES with regard to Response Time
(RT) and Execution Time (ET) of the adhering tasks. In ad-
dition, we introduce a method of reducing the sample size
while keeping the accuracy of analysis results, which is not
trivial since collecting a large number of tasks’ RT and ET
data samples from real systems is usually quite costly.

Further work will investigate ways in which to evaluate
our proposed method by using e.g., multi-media applica-
tions running on the Andriod 2.3 platform [3]. Moreover,
we will consider using some optimization algorithm, e.g.,
Genetic Algorithm [8], to generate system inputs, which
could contribute to collect the sampling distributions with
a certain bias, i.e., higher RT and ET of adhering tasks, then
to check if our proposed method can still identify the tempo-
ral differences. Finally, the work on addressing the issue if
the temporal changes made to CRTES would be acceptable
given certain previously defined timing constraints, will be
conducted.
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